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provide full automation for ontologies’ mapping and alignment; IEDI components use rewriting
techniques with mappings to produce, process, and perform queries.
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Glossary of Terms and Abbreviations
API Application Programming Interface Comments
AU' Authorized User
DAML+OIL DARPA Agent Markup Language + Ontology Inference Layer:
DBMS DataBase Management System
FaCT
IEDI The Infrastructure for Electronic Data Interchange
2R Intelligent Information Retrieval
I3 Intelligent Information Integration
IR Information Resource
IRDMO IR-Domain Mapping Ontology
IRO IR Ontology
IROE Information Resource Ontology Engineer
IRP Information Resource Provider
IRQL IR Query Language
JDBC Java DataBase Connectivity
JIVM Java Virtual machine
MDO Mediator Domain Ontology
Mediator A general definition by G. Wiederhold:
“A mediator is a software module (or a set of module components’) that
exploits encoded knowledge about certain sets or subsets of data to create
information for a higher layer of applications”
Source: [WIE92]
MKB Mediator Knowledge Base
MOE Mediator Ontology Engineer
MS Microsoft
MySQL
ODBC Open DataBase Connectivity
Ontology Ontologies are developed to provide a machine-processable semantics of
information sources that can be communicated between different software
and humans. A definition of an ontology by Fensel bases on the on the
related definitions in [Gruber, 1993]:
An ontology is a formal, explicit specification
of a shared conceptualisation.
Conceptualisation here stands for a simplified abstract model of some object
or phenomenon in the world which identifies the relevant concepts of that
object or phenomenon.
Explicit means that the type of concepts used and the constraints on their use
are defined explicitly — i.e., are specified by the means of the external formal
language as the descriptions separate from the software or humans
processing these descriptions.
Formal refers to the fact that the ontology should be machine readable.
Hereby different degrees of formality are possible.
Adopted from: [FENO0O]
OWL

! Abbreviations made bold are the abbreviations of the UNIT-NET IEDI Reference Architecture Specification.
? Extended (italic) by the editor of the Specification
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OWL DL

QFL

Query Formulation Language

QFT

Query Formulation Tool

RDF

Resource Description Framework

RDFS

RDF Schema

RDQL

Query Language for RDF: An RDF model is graph, often expressed as a
set of triples. An RDQL query consists of a graph pattern, expressed as a
list of triple patterns. Each triple pattern is comprised of named variables
and RDF values (URIs and literals). An RDQL query can additionally have
a set of constraints on the values of those variables, and a list of the
variables required in the answer set. Source: [RDQL04]

SOAP

Simple Object Access Protocol

SQL

Structured Query Language

UNIT-NET

The network of Ukrainian Universities and State Bodies which participate in
collaborative activities in establishing, developing and maintaining the IEDI
by providing their IR-s in the way specified by this Reference Architecture
Specification.

ULO

Upper Level Ontology

UPRO

User Profile Reference Ontology

URI

Universal Remote Identifier

URL

Unified Remote Locator

WKB

Wrapper Knowledge Base

Wrapper

A software component which is combined with another software component
to determine how that software component is executed. The wrapper acts as
an interface between its caller and the wrapped component. This may be
done for compatibility, e.g. if the wrapped component is in a different
programming language or uses different calling conventions, or for security,
e.g. to prevent the calling program from executing certain functions. The
implication is that the wrapped component can only be accessed via the
wrapper.

Hence, wrapping a software system, like an IR Server is the process of
defining and restricting access to a system through an abstract interface.

A wrapper for an IR accepts queries in a given format, converts them into
one or more commands or sub-queries understandable by the underlying IR
and transforms the native results into a format understood by the application.

Web Service

A Web service is a software system designed to support interoperable
machine-to-machine interaction over a network. It has an interface described
in a machine-processable format (specifically WSDL). Other systems
interact with the Web service in a manner prescribed by its description using
SOAP-messages, typically conveyed using HTTP with an XML serialization
in conjunction with other Web-related standards. Source: [WSA03]

WS

Wrapper Web Service

XML

eXstensible Markup Language
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1 Introduction

IEDI is the software infrastructure providing for the Electronic Data Interchange between the Universities and
the State Bodies of Ukraine. More precisely, IEDI is the multi-layered distributed software system comprising
the software servers, services, components and tools for providing intelligent ontology-driven information
retrieval from distributed, heterogeneous, legally and physically autonomous IR in the frame of the
organizational network of the National Higher Education System.

Consequently, in this context the genre of the IEDI falls down to the Distributed Intelligent Information
Retrieval (I2R) domain within the broader area of Intelligent Information Integration (I3). The research activities
within this domain have been intense in the past decade, especially within the Information Society Technologies
Key Action Line of the EU FP6 and similar national and international frameworks. Examples of R&D projects
developing the formal, algorithmic, architectural frameworks, deploying software prototypes for I2R from
distributed, heterogeneous IR-s and Intelligent Information Integration (I3) are BUSTER [STU00], DOME
([CJOO1], [CJO02]), InfoSleuth [BAY97], KRAFT [GRA97], MOMIS [BCD98], OBSERVER [KS00],
Ontobroker [DEF99], PICSEL [LRO00], SIMS [AKS96], TSIMMIS [GAMO95], and others. A good survey of
ontology-based approaches to I2R and I3 may be found in [WACO1].

Although all these projects use different techniques, approaches and software paradigms for the task, they
identify similar pitfalls for the domain. The first group of possible pitfalls is the way in which semantic
heterogeneity is resolved in the processes of ontology-based information integration. As outlined in [CJOO01],
this includes the questions of developing ontologies (bottom-up and top-down approaches), mapping between
ontologies, and relationships between ontologies and information resources as data providers.

Most projects adopt one of the following approaches to using ontologies [WACO1]: single ontology (SIMS),
multiple ontology (OBSERVER), hybrid approach (BUSTER, DOME). Mapping between ontologies is
necessary when the ontologies architecture of the system works with several ontologies either “horizontally” (as
in multiple ontologies approach) or “vertically” (as in hybrid approach). Mappings between ontologies within the
system provide links between equivalent or related in elements of ontologies, thus ensuring re-use of ontologies.
Mappings between ontologies and information resources schemas maintain correspondences between ontology
elements and elements of the data schemas. As stated in [CJO01], the reasons for these mappings are:

- Data schema definitions are not always a good source of domain knowledge for people querying the
system, they often play technical role;

- Queries posed to the system are expressed in the ontology-oriented query language not from the data
schemas Thus a mapping between ontology elements and data schema elements makes for transparent
execution of user queries within the system;

Other reasons for using mappings between ontology elements and data schemas of information resources are the
requirements for information resource autonomy and openness of the system as a whole.

The second group concerns the questions of supplying autonomy and dynamic nature of the open system
elements. The solutions here advocate one of the mediator architectures: centralized and decentralized. A
centralized mediator architecture provides for one centre, which stores all the information about ontologies,
information resources, mappings between them, and which controls the query formulation and execution. A
known realization of this approach is TSIMMIS.

A decentralized mediator architecture provides for each information resource a separate agent/wrapper, which
stores mappings between global/shared ontology (-ies) and the underlying information resource. The resource
broker communicates with resource agents/wrappers and determines relevant and accessible resources for every
query personally (InfoSleuth, SIMS, KRAFT).

The third group of possible pitfalls is formed by the tasks of query formulation, effective query decomposition
without loss of information and query results merging and refinement.

Known approaches for solving these tasks are:

- Use knowledge from ontologies (hypernym/hyponym relationships) to reformulate queries containing
terms which do not exist in the ontology(-ues) to construct query plans with no loss of information
(OBSERVER)

- Use some rewriting techniques together with mapping techniques to produce queries on information
resources that most effectively satisfy the input query (PICSEL)

Some of the problems mentioned have received only partial solution, for example, the problem of semantic
interoperability is typically partially solved by committing the participating nodes to a kind of a convention,
providing the framework for semantic representations. These partial solutions evidently constrain the application

3
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domain and the functionality of the deployed software prototypes for I2R. The constraints for IEDI are as
follows:

- IEDI is built on the principles of the mediator architecture with the centralized mediator

- IEDI exploits the hybrid approach [WACO01] for knowledge representation

- IEDI uses information resource registration to allow the resource to become available for querying

- IEDI does not provide full automation for ontologies’ mapping and alignment

- IEDI components use rewriting techniques with mappings to produce, process, and perform queries
The solutions for IEDI are not aimed to broaden the horizons of the current state of the art in I3 or, more
specifically, in I2R. The task is to design the software prototype to demonstrate the feasibility of the ontology-
driven approach to I2R and, further on in EDI between the Universities and the State Bodies at the national level.
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2 The Tasks for UNIT-NET IEDI

To achieve and sustain dynamic improvement, service-oriented organizations like Universities, need an
infrastructure that underpins flexible and robust management of their activities and decision making support. To
a large extent the activities within Universities as well as their coordination and control at national level involve
the processing of enterprise data and knowledge. As far as the organizations involved in the Educational
framework are rightfully independent, they own and maintain their data and knowledge sources autonomously —
i.e. independently from each other and, to a high degree, from the coordination body, like a National Ministry.
The fact that these information resources are autonomous implies serious complications for their integration:

- They might be opened or closed to external access

- They might be provided by different hardware and software using various notations and protocols
- They might be disparately structured or even have different data models behind them

- They are semantically heterogeneous

The purpose of UNIT-NET IEDI is to attempt to overcome some of these complications by providing a uniform
framework for authorized and secure information retrieval from heterogeneous, distributed, autonomous
information resources. One of the central points of IEDI is the uniform and coherent representation of the
Domain and IR semantics by means of the family of Ontologies. Therefore, the processes of querying the
resources of IEDI are ontology-driven and cannot be performed entirely automatically. Some of them require
intensive ontology engineering by different human executives.

Another aspect to be mentioned with respect to IEDI functional processes is the state of the system
distributedness. A query may demand to retrieve data from several physically distributed IRs which belong to
different legal owners and are physically stored in different places. This is why IEDI processes are composed of
a number of tasks and activities performed at distributed nodes. These tasks should of course be executed in a
controlled and ordered way. A process normally involves both automated activities performed by the IEDI
software and human activities, like ontology harmonization, supplied with appropriate methodologies and
software tools. Human activities are performed by various user roles: authorized user, domain ontology engineer,
IR ontology engineer, resource provider.

2.1 User Roles and Categories

IEDI user roles define the types of human users or actors which have different spheres of influence within the
system and participate in different processes and underlying tasks. The roles are:

- Authorized user (AU)

An AU is one who has registered at IEDI and has received the digital certificate according to the procedure
defined by the IEDI Authentication and Security Specification (see also Section 8 of this Specification and
[IEDI-ASS04]). An AU’s goal is to employ IEDI to retrieve the necessary data by formulating and posing
queries to the system. The process this role is involved in, is Querying Information Resources (Section 2.2. of
this Specification). An AU interacts through a web browser with IEDI Mediator Query Formulation component
(Section 5. of this Specification). The queries are formulated in terms of the IEDI Domain Ontology (Section
4.2 of this Specification, [IEDI-DOS04]) by means of the IEDI Query Formulation Language (Section 5 of
this Specification, [IEDI-QFLS04]). An AU also receives the results of the query marked up in terms of the IEDI
Domain Ontology from the IEDI Mediator after the query is processed.

A software component may also be considered an AU in the context of this role specification. If an AU is a
software component it SHOULD be capable of formulating queries (or have some library of pre-defined queries)
in IEDI Query Formulation Language.

- [EDI Mediator Ontologies Engineer (MOE)

The main function of the MOE is to provide and maintain coherent semantic specifications of the knowledge and
data integrated by IEDI. MOE develops and maintains the family of mediator ontologies comprising the Upper
Level Ontology (Section 4.2 of this Specification, [IEDI-DOS04]), the Domain Ontology (Section 4.2 of this
Specification, [IEDI-DOS04]) and the Mediator Reference Ontologies for User Profiling and IR Ontology
Mapping. MOE maintains the Mediator Knowledge Base (MKB) (Section 4.2.5 of this Specification). IEDI
provides the TOOL for this activity (Section 4.1 of this Specification). MOE has priority over the IR Ontology
Engineer in taking decisions on IR-Domain Ontology merging and alignment.
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Semantically Heterogeneous Information Resources

MOE interacts with the respective IR Ontology Engineer in the processes of IR Registration (Section 2.3 of this
Specification) and Maintaining Coherent Semantic Descriptions (Section 2.4 of this Specification) within IEDI
life cycle. Both parties exploit the Ontology Discussion Tool for these negotiations.

- IR Ontology Engineer (IROE)

The function of an IROE is to provide and maintain semantic specifications of the knowledge and data of the IR.
IROE is the representative of the IRP for the IEDI processes of IR Registration (Section 2.3 of this Specification)
and Maintaining Coherent Semantic Descriptions (Section 2.4 of this Specification)

- IR provider (IRP)

IRP is normally a legal entity (an organization, like a University) which owns its Information Resource. IROE is
normally employed by an IRP. IRP is responsible for the following tasks:

- Providing information for registering in an MKB and maintaining coherence between the semantics of the
IEDE and of given IRP. IRP provides information using Resource Semantics Description Language. It
means that each IRP should support requests for the current state of its metadata and send notification to the
IEDE Mediator each time when the event connected with an IRP’s semantic change occurs;

- Verification of the AU’s rights to obtain requested information and maintenance of the information security
rules (Section 8 of this Specification). IRP SHOULD NOT provide information about AU rights, but should
notify the AU (in the response to the request result) about the lack of rights;

- Query processing and responding with the results of the request in the form of Query Results Representation
Language.

2.2 Querying Distributed Autonomous Semantically Heterogeneous Information
Resources

The overall process receives as its input an AU request to formulate and to perform a query. It generates as its
output the set of partial query results received from IR wrappers, coherently marked up in terms of the IEDI
Domain Ontology. AU then performs the analysis of the obtained results on his/her own or with the help of third
party software. Results analyses and possible fusion are beyond the scope of IEDI. The process involves the
following types of user roles:

- AU - takes part in the tasks and activities of Query Formulation, Query Assessment, Result Analysis
- MOE — takes part in the activities of Mediator Ontology Problem Analysis, Ontology Repair

- IROE — takes part in the activities of Resource Ontology Problem Analysis, Ontology Repair

- IRP — provides the authentication for AU and the access to IR by its Resource Wrapper

In more detail (see Fig. 1), the process is initiated by an AU contacting the IEDI Mediator through his/her web
browser by visiting the corresponding URL. The Mediator Provides the AU with the Query Formulation
Interface. The Query Formulation Task is performed in interaction between the AU and the Mediator. The
terminology for the query formulation is provided by the Mediator Domain Ontology stored in the Mediator
Knowledge Base (MKB). The mappings from the AU personal conceptualization of the Domain to the Mediator
Domain Ontology are provided by the User Profile Reference Ontology which is incrementally collected at the
MKB. More details on the Query Formulation Task are provided by Section 5 of this Specification.

After the query is formulated and written down in the notation of the IEDI Query Formulation Language it is
assessed by the AU. After assessment the query is put through as input to the Sub-Query Extraction Task if in
the opinion of the AU, the query is formulated correctly. Otherwise, it is returned back to re-formulation. An AU
has the possibility to terminate the process at the formulation phase if he/she decides to do so. The context of the
failure within the Query Formulation Task is sent to the MOE for further asynchronous analysis.

The purpose of the Sub-query Extraction Task is to generate partial queries to different IRs from the input query.
The task is performed automatically by the Mediator Sub-Query Extraction Component (see Section 6 of this
Specification for more details). Knowledge on which part of the input query may be transformed to the query to
the particular IR is provided by the IR-Domain Mapping specified by the Mediator IR-D Reference Ontology.
These Mappings are stored in the MKB as the results of the respective IR Registration Process (Section 2.3. of
this Specification) and the process of the alignment of the IR and Domain Ontologies within the IR lifecycle.
Possible failures of the Sub-Query Extraction may be caused by inconsistencies between the Mappings of
various IR Ontologies to the Domain ontology — i.e. by the ontology problems. The Report Ontology Problem
Task is if there is an extraction failure.
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The goal of the Report Ontology Problem Task is firstly — to send the Problem Content to MOE for further
Analysis and Ontology Repair Tasks and secondly — to attempt to detect if the Ontology Problem was critical or
not and either terminate the process, or return it to the Query Formulation.

The input Sub-Query Queue is formed by the Extraction Subtask in the case of the extraction being successful.
Perform Sub-Queries Task gets input Sub-Queries one by one from the queue and prepares their execution by:

- Generating SOAP content for the query execution web service of the respective IR Wrapper

- Invoking this web service

The Sub-Query encapsulated in the SOAP context is later used by the IR Wrapper Web Service to transform and
to execute the query to its IR. Authentication and Security Policies for this task are provided by the IRP. Query
results marked up in the terms of the IR Ontology are then returned to the Mediator. More details on the Sub-
Query Translation Sub-Query Performance and Sub-Query Results Mark-Up Tasks are given in Sections 4—7 of
this Specification.

Query Result Mark-Ups are then translated to the terms of the Domain Ontology in the frame of Map Query
Result Mark-Up to Domain Ontology activity. IR-D Reference Ontology again provides the terminology
mappings for this purpose. Marked-up sub-query results are then delivered to the AU browser and the process
terminates.

2.3 Registering Information Resources

It is necessary that IR-s are registered to IEDI before it is possible to retrieve information. The registration is
essentially the process of adding and aligning the semantic descriptions of the particular IR to the MDO. The
process involves the following types of user roles:

- AU-s — express their interest in getting the information from the particular resource of the particular IRP

- MOE - takes part in the task of IR Registration to the MDO, performs MDO and IRDMO updates

- IROE — prepares the registration by performing the task of IRO Design and Deployment to the IR WKB

- IRP — takes the decision on IR registration, manages the activities of IRO design, IR Wrapper Deployment

In more detail (see Fig. 2), the process is initiated by the AUs’ expressions of interest to use the particular IR for
querying. These expressions of interest are submitted to the IRP by messages. IRP may consequently decide to
make its IR available to IEDI and, therefore, initiates the task of the Preparation of the IR for Registration by
sending the request message to its IROE. IROE then retrieves the IR Metadata and designs the IRO [IEDI-
RWS04]. After the IR wrapper is deployed and the IRO is uploaded to its WKB the IR is ready and may be
submitted to the registration.

The submission is done by the message containing the request to IR Registration and the URI of the IRO. In
response the MOE uploads the IRO and performs its input check in conformance with the IRO Specification
[IEDI-RWS04]. MOE requires the IRO to be re-designed and re-submitted if the conformance check fails.
Otherwise MOE proceeds with the registration by acquiring the copies of MDO and IRDMO and initiates the
activity on ontology merge and align negotiation. This negotiation is the manual collaborative process performed
together by the MOE and the IROE and supported by the IEDI Ontology Negotiation Tool. The changes in MDO
and IRDMO copies reflecting the appearance of the new IR to IEDI are done within the negotiation activity. The
MOE would reject the IRO and request its re-design and re-submission. In case the of negotiation agreement not
being struck. Otherwise, the MOE locks the MKB, uploads the copies of MDO and IRDMO to MKB and
unlocks the MKB thus making the IR registration and respective ontology modifications complete. An example
registration is discussed in Section 3.1.
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2.4 Maintaining Coherent Semantic Descriptions

An important IEDI functionality is maintaining all its semantic descriptions in a coherent and agreed state.
It involves the following types of user roles:

- MOE — takes part in the processes of IR Semantics Change Propagation, Mediator Domain Ontology revision
- IROE - takes part in the process of IR Semantics Change Propagation

- IRP — maintains the changes of the IR within its life cycle and initiates, when necessary, the process of IR
Semantics Change Propagation

First, the need to maintain the coherence between the ontologies of IEDI arises when a new IR is registered to
the Mediator or the IR semantics is changed:

- During an IR registration process the IEDI Domain ontology and the IR ontology are merged,
- Mediator Domain Ontology (MDOQO) may be extended to capture new concepts.

Detailed description of the activities comprising IR registration process is given in Section 2.3 of this
Specification.

Second, a User Profile Reference Ontology (UPRO) is updated each time a user, while formulating a query, uses
a new term, which was unknown to the Mediator before (not in the Domain Ontology).

Third, though IEDI Upper Level Ontology (ULO) is a kind of semantic grounding for IEDI and is considered
“static”, some changes may still occur in it. However it is important to mention that the modifications to ULO
should be first agreed by the group of people responsible for the maintenance of the UNIT-NET mediator.
Frequent changes show that the wrong ULO was adopted or it was badly engineered by the UNIT-NET team.

Fourth, changes in IRO-s occur, but not under IEDI Mediator control as far as they are maintained autonomously
by respective IROE-s. It is assumed that the updates in the resource semantics performed by autonomous IRP
teams initiate the process of change propagation to the Mediator side.

The changes in MDO may be caused by incorporating new IR-s to IEDI. When a new IR is registered to IEDI it
may appear that its IRO brings new domain knowledge extending the shared mediator ontology (MDO).
Moreover, the semantics of a registered resource may be sporadically changed within the IR life cycle. These
changes should be adequately reflected in MDO. However the process of change identification, adaptation and
propagation is performed mostly manually in negotiations between the MOE and the respective IROE. IEDI at
most provides some software tools, like the ones for ontology editing and ontology discussion. The appearance
of new IR-s at the IEDI scene may also cause the necessity for the revisions and the harmonization of MDO.
This process is performed solely by the MOE.

Both IRO and MDO updates affect IR-Domain Mapping Ontology (IRDMO). The updates of IRDMO are
performed automatically as the activities within the IEDI processes of Maintaining Coherent Semantic
Descriptions. The typical processes are:

- Propagate IR Semantics changes to MDO
- Revise MDO

The process of IR Semantics Change Propagation (see Fig.3) is initiated by an IRP, which invokes its IROE to
revise the IRO according to the changes in the IR. IROE starts with the Task of Detecting Changes. It locks the
IR and notifies MOE about it. MOE reacts by locking the IR at the Mediator, since the IR will not receive AU
(sub-)queries until it is unlocked after the Ontology Change Propagation is accomplished. MOE also initiates
Propagate Changes Task and waits for the IRO changes notification message from IROE.

IROE proceeds with analyzing IR changes by comparing old and new IR semantics. If it determines that the
changes should be reflected in IRO it acquires and updates the IRO copy. Updates Log is generated by this
activity and then forwarded to MOE, together with the message informing about IROE readiness for the
Negotiation on IRO changes propagation. IROE also updates the IRO by uploading the IRO copy and unlocks
the IR after the changes in the IRO copy are done.

After receiving the ready-to-negotiate message from the IROE the MOE prepares for collaborative manual
MDO-IRO alignment by acquiring the copies of MDO and IRDMO. All the changes will be subsequently made
to the copies. The copies are used: firstly — to ensure that IEDI may be used for processing queries at the time of
the ontology updates, and, secondly — to apply only agreed and approved updates to IEDI ontologies. The next
activity within the process is aimed at performing the negotiations and to collaboratively align MDO, IRO and
IRDMO. The activity is performed manually by IROE and MOE. The main input forming the negotiation set is
the Updates Log provided by the IROE. The procedure of ontology alignment is quite similar to that of the IR

10
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Registration Process (refer to Section 2.3 of this Specification) and is performed until all the IRO changes are
discussed and adequately mapped to the MDO. The difference between the IR Registration process is that the
alignment procedure here should consider the deletions of the IRO and reflect these deletions properly to the
IEDI ontologies. The significant point here is that the ontology element marked as deleted in the Updates Log
may be deleted from the MDO and IRDMO only in the case where there are no mappings of this very element to
another IRO-s of another IR-s. Another point is that, even if the ontology element is no longer associated with
any IRO and may be deleted from MDO and IRMO, the MOE may still decide to keep the element in MDO for
various reasons (e.g., the element is in the MDO Core [IEDI-DOS04], MOE expects that the element will be
associated with the respective IR-s, ontology structure, etc.)

MOE locks the MDO and the IRDMO after the negotiation on the ontology changes propagation is
accomplished and the changes to the ontology copies are done. The copies are then uploaded to the MKB, the
ontologies are unlocked and the process terminates.

To summarize, the process of IR Semantics Change Propagation is actually the combination of the two
concurrent tasks for IR Changes Detection and IRO Changes Propagation. These activities are led by IROE and
MOE respectively. IR and IEDI ontology locks are used for synchronizing these activities.

The process of MDO Revision is evidently very similar to the IRO Changes Propagation task of the former
process. The only difference is that it doesn’t require the participation of any IROE-s and is performed by MOE
on his/her own. Refer to Fig. 4 for more details.

11
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3 A Walkthrough Example

This section demonstrates how IEDI functionality scenarios may be utilized in a practical application in the
University Management Domain. The usage is demonstrated by the example of a typical query, the results of
which might be useful, for example, in the assessment of the quality of secondary education in a region, or at a
National level:

Retrieve the list of the 1-st year students who have received maximum grade (5)
in Mathematics at the entrance examinations and have failed to pass the 1-st
Term examination in any basic course in Mathematics (got unsatisfactory grade
-2)

Suppose, an IEDI grants access to two IR-s: The University Entrant IR based on the MS SQL DBMS and a
University Faculty Students IR implemented as an MS Access application. Example query fragments of the
DataBase Schemas for these IR-s are given in Fig. 5 and Fig. 6.

3.1 IR Registration

It is assumed in IEDI that an IR should first be registered (Section 2.3) before becoming available to AU queries.
The registration process comprises the design and deployment of the IRO and subsequent merge with the IRO to
the IEDI MDO. The graphical representation for the example IRO fragments is shown in Fig. 7. The ontologies
are formalized in OWL [OWLO03] by means of the Protégé 2000 Ontology Editor Ver. 1.9. [NSDO1]. The
fragments of the OWL code for the University Entrant IRO and the University Faculty Students IRO are given in
Appendix A.

As described in Section 2.3., the registration of the IR to IEDI comprises merging the respective IRO with the
MDO. This merge is performed collaboratively by the MOE and the IROE and affects MDO and IRDMO. The
changes to MDO are done manually and reflect the consensus obtained by the ontology engineers on the
relationships between the elements of the MDO and the IRO. These relationships are automatically stored in the
IRDMO in the form of mappings. These mappings are later used in transforming AU queries. In our example the
first registered IR was University Entrant. During the registration the ontology engineers have uploaded the
University Entrant IRO to the empty MDO and have agreed that the following ontology elements should be
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Fig. 5. The fragment of the DB Schema for the University Entrant IR.
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Fig. 6. The fragment of the DB Schema for the University Faculty Students IR.

renamed to more adequately reflect the semantics of the domain:

- IRO: <Profile>to MDO: <Person>
- IRO: <AboSpec> to MDO: <PersonOnSpeciality>

In addition it was agreed that the <EntrantExam> and <SertificationExam> concepts of IRO should
be the subclasses of the <Exam> concept. <Exam> concept also received its Datatype Property
<exam title>.

When the IRO for University Faculty Students IR was registered the ontology engineers have agreed that the
following concepts of the IRO and the MDO were semantically equivalent:

- IRO: <Student> and MDO: <Person>

The properties of IRO: <Student> (namely <surName>, <secondName>, <Name>)do not bring
new semantics to MDO. It was agreed that they are semantically equivalent to (<last name>,
<second name>, <first name> respectively).

The slots for IRO: <Student> were not analyzed since the concept does not induce any relationships to
another concepts.

- IRO: <Speciality>and MDO: <Speciality>
The properties of IRO <Speciality> are:
* <specialityName> - Datatype Property semantically equivalent to MDO: <spec name>

= <onSpec> - Object Property (defined for <StudentOnSpec> concept and has values of
<Speciality>) semantically equivalent to MDO: <on spec>

= <ExamSpeciality> - Object Property (defined for <Speciality> concept and has values
of <Exams>)

<ExamSpeciality> property has not been defined in MDO before. It was agreed to add
<exam_ spec> Object Property (defined for MDO: <Speciality> concept and has values of
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Fig. 7. Graphical representation of the fragments of the IRO-s for the example IR-s.

MDO: <Exam>). Please note that by this time we have not analyzed IRO: <Exams> concept — so the
addition of <exam spec> property has not been properly finalized — was marked as the intended
property addition.
- IRO: <StudentOnSpec> and MDO: <PersonOnSpec> - have the same meaning.
MDO <on_spec> Object Property addition has been finalized.
The new properties provided by IRO: <StudentOnSpec> are <nGroup> and <examPasses> - added
to MDO, <examPasses> has been marked as the intended property addition (Object Property defined on
<StudentOnSpec> having values of <SessionExam>. <SessionExam> has not yet been
analyzed).
- IRO: <Exams> and MDO: <Exam> - bijective together with their property
IRO: <examName> <> MDO: <exam_ title>.
Addition of <exam_spec> Object Property has been finalized
Ontology engineers have also agreed that IRO: <SessionExam> is the new concept and should be added to
MDO together with its Datatype Property IRO: <semesterNum>. IRO: <examType> Datatype Property has
been moved to MDO <Exam> concept and has gained broader meaning (not only a type of a session
examination, but also an entrance exam and a school graduate certification exam). IRO: <grade> Object
Property has been transformed to MDO: <grade> property. MDO: <grade> received its sub-properties:

- MDO: <session grade> (an Object property for MDO: <SessionExam> concept,
the sub-class of MDO: <Exam>)

- MDO: <certification grade> (an Object property for MDO: <CertificationExam> concept,
the sub-class of MDO: <Exam>)
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- MDO: <entrant grade> (an Object property for MDO: <EntrantExam> concept, the sub-class of

MDO: <Exam>)

Resulting IRO-MDO mappings are presented on Tables 1a and 1b. The graphical representation for the resulting
MDO is given on Fig. 9.

Table 1a IRO — MDO Concept Mapping (example)
Concept Mapping
MDO Concept IRO Concept Resource Name
Discipline Discipline Entrant
Person Profile Entrant
Person Student Faculty
Exam EntrantExam Entrant
Exam SertificationExam | Entrant
Exam SessionExam Faculty
Exam Exams Faculty
EntrantExam EntrantExam Entrant
SertificationExam SertificationExam | Entrant
SessionExam SessionExam Faculty
Speciality Speciality Entrant
Speciality Speciality Faculty
PersonOnSpeciality | AboSpeciality Entrant
PersonOnSpeciality | StudentOnSpec Faculty

Table 1b IRO — MDO Slot Mapping (example)
IRO — MDO Slot Mapping
MDO Concept MDO Slot IRO Concept IRO Slot Rel\fgr;‘];‘:e
Person city Profile city Entrant
Person gender Profile Sex Entrant
Person first_name Profile aboName Entrant
Person last_ name Profile surname Entrant
Person second_hame Profile secondName Entrant
Person first_ name Student name Faculty
Person last_name Student surName Faculty
Person second_name Student secondName Faculty
Exam examOnDiscipline | EntrantExam examOnDiscipline | Entrant
Exam examOnDiscipline | SertificationExam | examOnDiscipline | Entrant
Exam exam_title EntrantExam EntrantExamName | Entrant
Exam exam_title SertificationExam | SertExamName Entrant
Exam exam_title Exams examName Faculty
Exam exam_type SessionExam examType Faculty
Discipline disciplineName Discipline disciplineName Entrant
Discipline includes Discipline includes Entrant
EntrantExam entrant_grade EntrantExam grade Entrant
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IRO — MDO Slot Mapping
MDO Concept MDO Slot IRO Concept IRO Slot Re,\ls;n‘igce
SertificationExam sertification_grade | SertificationExam | grade Entrant
SessionExam session_grade SessionExam grade Faculty
SessionExam semester_num SessionExam semesterNum Faculty
PersonOnSpeciality | n_group StudentOnSpec nGroup Faculty
PersonOnSpeciality | exams_passes ProfilesAbo passes Entrant
PersonOnSpeciality | exams_passes ProfilesAbo hasMarks Entrant
PersonOnSpeciality | exams_passes StudentOnSpec | examPasses Faculty
PersonOnSpeciality | on_spec ProfilesAbo AboSpec Entrant
PersonOnSpeciality | on_spec StudentOnSpec | onSpec Faculty
Speciality spec_name Speciality SpecialityName Entrant
Speciality spec_name Speciality specialityName Faculty
Speciality exam_spec Speciality ExamSpeciality Faculty

3.2 Querying IEDI

As described in Section 2.2 the process of posing a query to IEDI comprises several stages:
- Query formulation

- Sub-query Extraction

- Sub-query performance

The query formulation stage is performed by an AU with the help of the IEDI Query Formulation Tool. The
query is formulated in the terms of the MDO by choosing the necessary ontology elements and by applying the
necessary constraints to them. The tool then generates the query in the notation of IEDI QFL. For the example
presentation purposes we have chosen RDQL [RDQL04] query language. RDQL query for:

Retrieve the list of the 1-st year students who have received maximum
grade (5) in Mathematics at the entrance examinations and have failed to
pass the 1-st Term examination in any basic course in Mathematics (got
unsatisfactory grade - 2).

Is as follows:

SELECT 2FirstName, 2secondName, 2lastName, »specialityName,
?sessionExTitle

(?X, stud:first name, ?FirstName),

(?X, stud:second name, ?secondName),
(?X, stud:last name, ?lastName),

(?X, stud:exams passes, ?y),

(?y, stud:exam title, ?entrantExTitle),
(?y, stud:exam type, 2examTypel),

(?y, stud:entrant grade, ?entrantGrade),
(?x, stud:exams passes, ?z),

(?z, stud:exam title,?sessionExTitle),
(?Z, stud:exam type, 2examType2),

(?z, stud:session grade, ?sessionGrade),
(?y, stud:semesterNum, ?semesterNum),
(?x, stud:on_spec, ?»a),

(?a, stud:specialityName, ?specialityName)
(?y, stud:examOnDiscipline, ?rl),

(?rl, stud:disciplineName, 2entrDiscName),
(?z, stud:examOnDiscipline, ?r2),
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(?r2,stud:disciplineName, ?sessionDiscName),
(?rl,stud:includes, °?1i1),
(?11, stud:disciplineName, 2discNamel),
(?r2,stud:includes, ?1i2),
(2012, stud:disciplineName, 2discName2)

AND (?examTypel eqg "Exam"),
(?examType2 eq "Exam")
(
(
(

AND (?entrDiscName eg "Mathematics"),
?sessionDiscName eqg "Mathematics™)
AND ((?entrantExTitle eq ? discNamel)

|| (?sessionExTitle eq 2discName2))

AND ((?sessionExTitle eqg "Linear Algebra™) ||
(?sessionExTitle eg "Mathematical Analysis™) )

AND (?entrantGrade eg "5")
AND (?sessionGrade eg "2")
AND (?semesterNum eq "1")

USING stud FOR <MDO-URL#>

After the query is approved by the AU it goes through the Sub-query Extraction procedure. The task is to extract
the sub-queries to different IR-s. The extraction is guided by the knowledge provided by the IRDMO. For our
example the sub-queries are as follows (RDQL):

- For University Entrant IR (RDQL):
SELECT ?2aboName, 2secondName, ?2surName, 2specialityName

WHERE
(? abo:aboName, ?aboName),
(°X, abo:secondName, ?secondName),
(?X, abo:surname, ?2surName),
(2 abo:passes, ?q)
(°q, abo:EntrantExamName, ?2entrantExamName),
(?q, abo:grade, ?entrantGrade),
(9X, abo:AboSpec, ?a),
(? abo:SpecialityName, ?specialityName),
(?q, abo:examOnDiscipline, ?r),
(?r, abo:disciplineName, ?2discNamel),
(°r, abo:includes, ?1i),
(21, abo:disciplineName, 2discName2)
(
(

AND 2discNamel eq "Mathematics"), (?2discName2 egq 2entrantExamName)
AND ?entrantGrade eq “5”))
USING abo FOR <Univ. Entrant IRO URL#>
What this means:
= In the natural language:
Retrieve the list of the university entrants who had received maximal
grade (5) in Mathematics at the entrance examinations.
- For Faculty Student IR (RDQL):
SELECT ?name, ?2secondName, ?2surName, ?»specialityName, 2examName

WHERE
(?X, stud:name, 2name),
(?X, stud:secondName, ?secondName),
(?X, stud:surName, ?surName),
(?X, stud:examPasses, ?Y),
(?y, stud:examName, ?2examName),
(?y, stud:grade, ?S),
(?y, stud:semesterNum, ?q),
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(?X, stud:onSpec, ?a),
(?a, stud:specialityName, ?specialityName)
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Fig. 9. Graphical representation of the MDO fragment for the example.
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AND ( (?examName eq "Linear Algebra™)

|| (?examName eqg "Mathematical Analysis™) )
AND (?S eq "2")
AND (?q eg "1")
USING stud FOR <Faculty Student IRO URL#>
What means:
=  in natural language:

Retrieve the list of the 1-st year students who have failed to pass the
1-st Term examination in any basic course in Mathematics (got
unsatisfactory grade - 2).

=  And, more formally:
From stud
Retrieve the instances of the following properties of the classes:
IRO: <Student>: <name>, <secondName>, <surName>,
IRO: <Speciality>: <specialityName>
For which it is true that (conjunction):
These instances have the following properties: <name>, <secondName>, <surName>, <nGroup>
These instances have the <onSpec> relationship with the instances of the class <Speciality>

These instances have the <examPasses> relationship (they pass the examination) with the instances
of the class <Exam>

The instances of the <Exam> class have the properties: <examName>, <grade>,
<semesterNum>

We are interested only in the instances of <Exam> for which the property:

<examName> = "Linear Algebra"
OR <examName> = "Mathematical Analysis"

AND

We are interested only in the instances of <StudentOnSpec> (subclass of <Student>)

which are in relationship with the instances of <SessionExam> for which the properties:
<grade> = 2

AND <semesterNum> = 1

After the sub-queries are extracted they are put through to the respective resource wrappers for the execution.
The wrappers are invoked via their web services.

Wrapper web service invocation context is specified in SOAP [SOAPO03]. For example, the SOAP envelope for
the Faculty Student IR query looks like:

POST /IRWrapperQuery HTTP/1.1
Host: <IR Wrapper Server URI>
Content-Type: text/xml; charset="utf-8"

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body>
<m:IRWrapperQuery xmlns:m="http://<Faculty Student IR Wrapper Server URI>">
<req xsi:type="SOAP-ENC:base64">
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<base64 encoded query goes here as the array of characters>

</reqg>

</m:IRWrapperQuery>

</SOAP-

ENV:Body>

</SOAP-ENV:Envelope>

The query is then translated by the wrapper as described in the Section 7.1.

Query in the terms of IRO

MS SQL query in the terms of IR Schema

AND

I
Analysis") )

AND
AND

USING
URL#>

SELECT ?name,
?specialityName, 2examName

stud:
stud
stud:
stud:
stud:
stud:
stud:
stud
stud:

( (?examName eq "Linear Algebra™)

?secondName, ?2surName,

name,
:secondName,
surName, ?surName),
examPasses, ?Y),
examName, ?examName),
grade, °?S),
semesterNum, ?2q) ,
:onSpec, ?a),
specialityName,
2specialityName)

2name) ,
?secondName) ,

(?examName eq "Mathematical

(?S eq HTW
(?q eq urw
stud FOR <Faculty Student IRO

SELECT

FROM

WHERE

Student.name, Student.secondName,
Student.surName,
Speciality.specialityName,
Exams.examName

StudentOnSpec, ExamType,
Exams,
Student,

SessionExam,

Speciality

AND

SessionExam.semesterNum=1 AND

SessionExam.grade=’2’

ExamType.ExamType='Exam’ AND

(

Exams.examName='Linear Algebra’

OR

Exams.examName='Mathematical

Analyses’

) AND

Exams.code

AND

Student.code
StudentOnSpec.Studcode AND

SessionExam.examcode

ExamType.code
SessionExam.extypecode AND

StudentOnSpec.code
SessionExam.StudSpecCode AND

StudentOnSpec.speccode
Speciality.code;

The query is then executed by the IR Server (refer to Section 4.4. for more details). The results of the query
execution are delivered as the plain tabulated text:

surname
OBEPKO
KOHOHOBA
YPCYNOBA
TOBMIHELb
rMAIVP
TPUTOP'EBA
FABPUMIOK

name second_name
HATAMIS OMNEKCAHAPIBHA
IPUHA BIKTOPIBHA

HIHA BITANIBHA
ONEKCAHOP OMNEKCAHOPOBWY
ANbOHA IFOPIBHA

OMbrA MVIKOMAIBHA
tonig CEPTIiBHA
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speciality examName
lpuknagHa matemaTtuka Mathematical Analyses
Matematuka Linear Algebra
®OiHaHcK Linear Algebra
MeHemxMeHT opr. Mathematical Analyses
OiHaHcu Linear Algebra
IHdhopmaTuka Mathematical Analyses
®diHaHcK Linear Algebra
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This result is then marked-up in the terms of the IRO:
<row>

<surname>OBEPKO</surname>
<name>HATAJIIA</name>

<second name>OQJIEKCAHIPIBHA</second name>
<speciality>llpukianHa MaTeMaTuka</speciality>
<exam_ spec>Mathematical Analyses</exam spec>

</row>

<row>

<surname>T'ABPUIIOK</surname>
<name>lJIIA</name>

<second name>CEPT'IIBHA</second name>
<speciality>®inancmu</speciality>
<examName>Linear Algebra</examName>

</row>

and returned back to the mediator as the result provided by the web service. Web service response is enveloped
in SOAP:

HTTP/1.1 200 OK
Content-Type: text/xml; charset="utf-8"
Content-Length: <the length of the response>

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>
<SOAP-ENV:Body>
<m:IRWrapperQueryResponse xmlns:m="http://<IR Wrapper Server URI>">
<res xsi:type="SOAP-ENC:base64">
—————————————————————————— Query result goes here --————----—-——----——————
PHJvdz4KCTxzdXJOYW11Ps7CxdDKzjwvc3V

L1NwZWNpYWxpdH10YW11PgoJPGVAYW1OYW11PsL78fjg/yDs4PL170Dy60rgPCOleGFtTmEFL
ZT4KPCO9yb3c+Cg==

</m:IRWrapperQueryResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

In turn, the mediator component translates the result mark-up to the terms of the MDO:
<row>
<last name>OBEPKO</last name>
<first name>HATAJIIA</first name>
<second name>OJIEKCAHIPIBHA</second name>
<spec_name>llpukjanHa MaTeMaTuka</spec name>
<exam spec>Mathematical Analyses</exam spec>

</row>
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<row>

<last name>I'ABPUJIOK</last name>
<first name>lJIIA</first name>
<second name>CEPI'IIBHA</second name>
<spec name>®inaHcu</spec name>

<exam spec>Mathematical Analyses</exam spec>

</row>

This result is conveyed to the AU as one of the parts of the results for the query.

Another result of the sub-query for our example is the one received from the University Entrant IR Wrapper.
In the form of the plain tabulated text it looks like:

surname

OBEPKO
KOHOHOBA

ITATPAIIKOBA

TYPXIN
VPCVJIOBA
KJIATTHA
TOBIIIHELb
HEJZIOJIVTA
TJIAJUP
YABHYAJIOB
ITABJIEHKO
KJIOYEHKO
COCHIHA
PUMAP
BEJIMKUX
[PUT'OP'€BA
TABPUJTIOK

name

HATAJILS
IPMHA
IPMHA
BITAJIIN
HIHA
OJIbTA
OJIEKCAHJIP
AHACTACISI
AJIbOHA
OJIET
HATAJIS
STHA

OJIEHA
FOJILSL
OKCAHA
OJIBTA
FOJIISL

After mark-up translation it looks like:

<row>

second_name

OJIEKCAHJIPIBHA
BIKTOPIBHA
UUIIBHA
AHATOJIIMOBUY
BITAJIIIBHA
BIKTOPIBHA
OJIEKCAHJIPOBUY
BIKTOPIBHA
ITOPIBHA
BOJIOJUMIPOBIY
[IETPIBHA
OJIETIBHA
OJIEKCAHJIPIBHA
IMABJIIBHA
[IETPIBHA
MUKOJIAIBHA
CEPI'IiBHA

<last name>OBEPKO</last name>
<first name>HATAJIIA</first name>

<second name>OJIEKCAHIPIBHA</second name>

speciality

IIpuknagna maremaTHka
Marematnka

OO0uik Ta ayauT
MeHeKMEHT OpraHizariit
®dinancu

®dinancu

MeHeHKMEHT opraHizarii
Exosorist

®dinancu

OO0ik Ta ayauT
MeHeKMEHT OpraHizariit
MeHeKMEHT OpraHizariit
MeHeKMEHT OpraHizaiiit
®dinancu

ExoHoMiuyHa KibepHeTHKa
Indopmaruka

®dinancu

<spec_ name>lIpMxjagHa MaTeMaTmuka</spec name>

</row>

<row>

<last name>T'ABPUJIOK</last name>
<first name>lJIIfA</first name>
<second name>CEPT'IIBHA</second name>

<spec name>®iHaHcu</spec_ name>

</row>
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4 |[EDI Reference Architecture

This section provides the descriptions of the overall organization and the critical constituents of the IEDI
architecture:

- Architecture layers, components, clients and servers
- Ontologies

- Web services

- Wrappers

- Control and data flows

4.1 Architectural Layering

IEDI Architectural layering is defined according to the analysis of the IEDI processes and tasks and reflects the
mediator type of IEDI architecture (refer to Fig. 10). The layering represents the overall organization of the IEDI
and is outlined according to the following points of view:

- What are the Components, the Tools and the User Roles at the specific IEDI layers?
- How do IEDI Clients and Servers interoperate across the layers of its architecture?

4.1.1 Architecture layers, Layer Components and User Roles

IEDI User Layer is the environment for AU-s and AU Clients (Section 4.1.2). [IEDI IR Wrapper and IR Layers
represent autonomous, heterogeneous, and distributed IR holders. IEDI Mediator Layer is the holder for the
components and the tools providing the means for mediation between the AU-s formulating queries and
retrieving the results from the registered IR-s and respective IR Wrappers to provide the relevant information.
IEDI architectural layering is given in Fig. 10 and 11.

4.1.2 IEDI Clients and Servers
The software components of IEDI may be split into two categories of Clients and Servers according to their
functionality. IEDI Clients are related to IEDI AU-s and provide the interfaces for their activities.

AU client provides IEDI interfaces for an AU. It functions in generic Web Browser environment (+ Java Virtual
Machine) at the User Layer of IEDI Architecture (Fig. 10) and provides the interfaces for the tasks of:

- User Query Formulation
- User Query Approval
- Browsing Query Results

AU Client interoperates with the IEDI Query Formulation Tool and with the following IEDI components: IEDI
Mediator Access Server and Query Formulation Server (the component of IEDI Mediator Server).

MOE Client provides IEDI interfaces for the MOE. It functions in Java Virtual Machine (JVM) environment at
the Mediator Layer of IEDI Architecture and provides the interfaces for the tasks of IEDI Ontologies Discussion,
Merge, Alignment, Editing and Repair.

IROE Client provides IEDI interfaces for an IROE and is similar to MOE Client. It functions at the Mediator and
the IR Wrapper Layers of IEDI Architecture and provides the interfaces for the tasks of IRO Ontology
Discussion, Editing and Repair as well as for the Negotiation on IRO — MDO Merge within the IR Registration
Process.

MOE and IROE Clients interoperate with the following IEDI tools:

- Ontology Discussion and Alignment

- Ontology Editor

MOE and IROE Clients interoperate with the following IEDI components: IEDI Mediator Access Server

IEDI Servers are the active components of IEDI Architecture which provide services to IEDI Clients. [EDI
Servers are shown on Fig. 10 and 11. Their functions and components are described in detail further on in the
Specification.
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Fig. 10. IEDI architecture layers, layer components and user roles
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Fig. 11. IEDI Clients and Servers Layering

4.2 Ontologies

IEDI by its role is the distributed mediator system providing some kind of semantic integration of the
information retrieved from distributed, heterogeneous, and autonomous information resources. This is why the
implementation and the proper usage of semantic descriptions of this information is the critical problem for the
overall IEDI system implementation. It is assumed that semantic descriptions within IEDI are formalized and
maintained in the form of ontologies at different layers of the architecture.

4.2.1 The Types of IEDI Ontologies

UNIT-NET IEDI architecture uses hybrid [WACO1] approach to explicit description of the information resource
semantics. Provided are the four types of ontologies: top-level ontology, domain ontology, resource ontology and
reference ontology.

Top-level ontology defines basic top-level elements. These elements according to their definitions are being
used in the process of mapping resource ontology elements to domain ontology elements. Top-level ontology
serves as the foundation for discussion on each concept sense between mediator-side knowledge engineers and
those from the resource-side. Top-level ontology allows any two ontologies within UNIT-NET to be
comparable.

Domain ontology represents particular domain knowledge. There are several reasons to explore domain
ontology in UNIT-NET Mediator. First one is that domain ontology provides UNIT-NET authorized users with
the opportunity to formulate their queries using concepts, agreed within domain community and to store
correspondences between personal user knowledge on the domain and agreed domain ontology in user profile.
Another reason is that domain ontology presents a vision of the community on the domain, and therefore plays
an educational role.
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Fig. 12 IEDI Ontologies Hierarchy

Resource ontology is a kind of domain ontology, which is constructed at the resource side independently of
other resources as well as from mediator ontologies. It presents the vision of IROE on the domain. Resource

ontology is used in the process of resource registration at the mediator. Each registered information resource
should have its own resource ontology.

Reference ontology is an ontology, which stores knowledge on correspondences between concepts in two or
more ontologies. Usually reference ontology keeps axioms on equivalence/subsuming between concepts/slots.

4.2.2 Ontologies Hierarchy

IEDI ontologies are organized into the hierarchy (refer to Fig. 12).

The root of the ontologies’ hierarchy is the top-level ontology (or upper-level ontology, ULO). According to the
common understanding of how it should look like (see, e.g., DOLCE [DOLO02]), the top-level ontology provides
for concepts like object, time, time period, action and other ontological notions. It is very important to make
definitions of these concepts be shared across UNIT-NET IEDI as far as the easy way to make any pair of
ontologies comparable is to ensure both ontologies to share common basic concepts. Top-level ontology is not

related to a particular domain; on the contrary, it should be cross-domain-oriented. It is designed or adopted at
the mediator development stage.

The main ontology within the UNIT-NET mediator is the mediator domain ontology (MDO). Mediator domain
ontology has the necessary part — MDO Core ontology. The content of MDO Core is the set of basic elements of
the domain, which is agreed upon with a National Ministry as with the information user (e.g. Ukrainian Ministry
of Education and Sciences). MDO Core ontology is defined as the minimal knowledge base, which has to be
presented in any information resource registered at the UNIT-NET mediator. Mediator domain ontology extends
MDO Core with elements imported from information resources’ ontologies, thus it stipulates answering

extended queries. Domain ontology is used in the processes of query answering, resource registration and
changes adaptation. It is constructed by MOE.
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Basic sources for the MDO within the UNIT-NET IEDI mediator are the ontologies of information resources
(IROs). Each IRO is constructed at the resource side by IROE independently from other resources and from
mediator. The only requirements are (i) to provide elements for the whole MDO Core ontology and (ii) to relate
elements of IRO to UNIT-NET top-level ontology. These requirements give a way to compare two independent
IROs and guarantee answers to queries within the bounds of the MDO Core.

IRO construction process inspects resource data structure and additional information on data constraints, related
to the features of particular resource. This process is almost manual. Only resource, possessing IRO, may
register to mediator.

Within the ontology hierarchy there are two ontologies, which are the intermediates between autonomous
resources, authorized users and MDO. These are IR-Domain Mapping ontology and User Profile ontology.

User profile reference ontology (UPRO) is a reference ontology, which collects the user personal knowledge on
meanings of key words/phrases. This personal knowledge is represented as a semantic relationship between the
given key word/phrase and the concept of the MDO. UPRO allows storing more than one different meanings of
key word/phrase for particular users. UPO may be extended when authorized user poses a query, containing new
(for this user UPRO part) key words/phrases, or changed when user decided to keep new meaning of his key
word/phrase. More detailed description of communications between UNIT-NET IEDI mediator and AU see in
Section 5.2 of this Specification.

User profile ontology MAY be used in the process of query formulation, when an input AU query is transformed
to the query in the terms of MDO (see Section 5 of this Specification).

Besides, UPRO contains AU-specific authentication information pointing to the subset of MDO concepts which
are available for the usage of this specific AU in his/her queries.

IR-Domain Mapping ontology (IRDMO) is a reference ontology, which keeps links between MDO and
particular autonomous IROs. The reason to create and maintain such type of ontology is that each concept from
the domain ontology may have several correspondent concepts in IROs. This information allows to extract sub-
queries over particular resources from incoming user query, in terms of MDO and to execute these sub-queries
independently at the resource side. IRDMO must contain mappings of all the MDO Core concepts and slots to all
IROs. However, IRDMO may not have mappings of particular concepts from MDO for some information
resource.

4.2.3 Ontologies in IEDI Processes

Ontologies are used in processes of querying distributed autonomous semantically heterogeneous information
resources (see Section 2.2, this Spec.), in registering new information resource (see Section 2.3, this Spec.), and
in maintaining coherent semantic descriptions (see Section 2.4, this Spec.).

Table 2 provides the list of UNIT-NET IEDI processes and ontologies involved.

Table 2. Use of Ontologies in IEDI processes
Ontologies |y 5 | MPO | \ipo | 1RDMO | 1RO | UPRO
Processes Core
Querying distributed
autonomous s.emantlca'lly _ R R R R R/U
heterogeneous information
resources
Register new information
R R R/U R/U R --
resource
Maintaining coherent semantic
o R R/U R/U R/U R/U R/U
descriptions
Legend: R — usage for reference purposes only, R/U — used as a reference and is updated, -- — not used.

4.2.4 Ontology Representation Language

Semantic Web oriented languages are chosen to represent all the ontologies within UNIT-NET IEDI mediator.
Semantic Web is the paradigm for data and knowledge presentation in the World Wide Web, which explores the
semantics of data as the markup for hypertext document. Known languages for the Semantic Web have rich set
of elements for semantics description. They include RDF, RDFS, DAMLAOIL, and finally — Web Ontology
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Language OWL. All the ontologies within UNIT-NET IEDI mediator and at the resources’ side are presented in
machine-readable form by means of ontology description language OWL DL. This choice is grounded with the
following:

- OWL is developed specially for distributed ontologies, when parts of ontology are spread over the Web.

- OWL today is the most expressive language with bounded decidability procedure. It takes all the expressive
means from DAML+OIL and RDF/RDFS;

- OWL may use known inference engines such as FaCT, RACER to check ontology correctness.

4.2.5 |IEDI Ontology Repository

IEDI Ontology Repository is distributed over the Infrastructure and, from the functional point of view, reflects
the Ontologies Hierarchy presented in Section 4.2.2. Ontologies at Mediator Layer as well as the ontologies at
the side of each IRP are stored in Knowledge Bases (KB). These KB-s are planned to be implemented with the
help of of Jena 2.0 [JENAO04] APL

Jena is a Java-based framework for developing Semantic Web applications. It features:

-  RDF API

- Statement centric methods for manipulating an RDF model as a set of RDF triples

- Resource centric methods for manipulating an RDF model as a set of resources with properties

- Cascading method calls for more convenient programming

- Built in support for RDF containers (bag, alt, and seq)

- Enhanced resources (resource properties may be extended by an application)

- Integrated parsers and writers for RDF/XML (ARP), N3 and N-TRIPLES

- Support for typed literals

Jena 2.0 functional components are as follows:

ARP - Jena's RDF/XML Parser. ARP aims to be fully compliant with the latest decisions of the RDF Core
Working Group. Jena 2.0 version is compliant with the Editor's Working Drafts at time of release. ARP is
typically invoked using Jena's read operations, but can also be used as a standalone component.

Persistence Subsystem. Jena 2.0 persistence subsystem implements an extension to the Jena Model class that
provides persistence for models through the use of a back-end database engine. The persistence subsystem
supports a Fastpath capability for RDQL queries that dynamically generates SQL queries to perform as much of
the RDQL query as possible within an SQL database engine. Currently, Jena 2.0 can use three SQL database
engines, MySQL, Oracle and PostgreSQL. These are supported on Linux and WindowsXP. Persistence
subsystem is also designed to be portable to other SQL database engines.

Reasoning Subsystem. Jena 2.0 reasoning subsystem comprises a generic rule based inference engine together
with configured rule sets for RDFS and for the OWL/Lite subset of OWL Full. The subsystem is designed to be
extensible so that it should be possible to plug a range of external reasoners into Jena in future releases.
Ontology Subsystem. Jena 2.0 ontology API is intended to support programmers who are working with
ontology data based on RDF. Specifically, this means support for OWL, DAML+OIL and RDFS. A set of Java
abstractions extend the generic RDF Resource and Property classes to model more directly the class and property
expressions found in ontologies using the above languages, and the relationships between these classes and
properties. The ontology API works closely with the reasoning subsystem derive additional information that can
be inferred from a particular ontology source. Jena 2.0 ontology subsystem also includes a document manager
that assists with process of managing imported ontology documents.

RDQL query language. RDQL is a query language for RDF data. The implementation in Jena 2.0 is coupled to
relational database storage so that optimized query is performed over data held in a Jena relational persistence
store.

Given IEDI ontologies are stored and manipulated by the means of Jena 2.0 framework, the following
convention on the ontology representation is approved for IEDI Ontology Repository. Ontology Knowledge
bases will be represented and used in following formats:

- Text files in OWL format for exchange purposes, which will be parsed and saved by Jena ARP

- Jena API RDF model for performing queries, and for manipulating and managing ontologies’ instances and
properties
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Fig. 13. IEDI Generic Wrapper Server Architecture.

- Persistent storage in Jena relational database (MySQL). This format is used by Jena API and is not directly
accessed by other parts of system.

4.3 Perform Query Web Service

The task of the Wrapper Web Service is to perform the queries received from the IEDI Mediator. IEDI Wrapper
web service, together with its sub-ordinate functional components, are implemented as Java classes compiled to

byte code and are executed by JVM of the Wrapper Web Server. Tomcat Web Server is chosen for the prototype
implementation. The architecture of the Generic IR Web Server and the process of WS execution is presented on

Fig. 13.

Before a Wrapper Web Service (WS) could be executed by JVM it should be deployed by Apache SOAP WS
Deployment Tool. The deployment results in placing the code of the web service class(es) to the Wrapper Java
Class Library classes compiled to byte code and the registering of the WS at the Local WS Registry.

The requests to perform a WS are conveyed by means of the secured protocol (please refer to Section 8 for more
details). When a SOAP request to perform a WS comes to the WS port of the Wrapper Web Server it is
processed by the Apache SOAP processing service. The SOAP processing service extracts WS information from
the SOAP envelope, checks if the requested service is available at the local registry and invokes the execution of
the WS at the JVM. The components of the Perform Query Web Service are described in the Section 4.4. The
components interact with the Wrapper Knowledge Base (WKB) and with the IR by the means of JDBC.

IEDI Mediator needs the information about the available IR Wrapper Web Services to properly address the
queries to the corresponding IR-s. This information contains the URI of the WS, is provided when an IR is

registered to the IEDI Mediator, and is stored in the IRDMO.
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4.4 IR Wrappers

IEDI IR Wrappers provide uniform access to registered IR-s. The wrappers for the specific IR-s are designed and
deployed according to IEDI Wrapper Specification [IEDI-RWS04]. IEDI Generic Wrapper provides the software
pattern for a specific IR Wrapper design.

4.4.1 IEDI Generic Wrapper

IEDI Generic Wrapper is the architectural abstraction and the software pattern for constructing and deploying IR
Wrappers in the process of the Preparation to the IR Registration (refer to Section 2.3). A wrapper main function
is to provide the framework for the uniform access to the respective IR. The implementation of this function
comprises:

- Provide the web service as the interface to query the IR by IEDI Mediator

- Perform the translation of the query in the terms of the IR Ontology to the query in the terms of the IR schema
(if there is the schema: for example, the IR is the Relational Data Base)

- Perform the translation of the query in IEDI Query Formulation Language (QFL) [IEDI-QFLS04] to the query
in the notation of the IR Query Language (IRQL)

- Query the IR
- Mark-up the result of the query in the terms of the IRO

IEDI Generic Wrapper architecture is shown on Fig. 14. It comprises both IR invariant and IR Specific
components. The latter are later referred to as IR Wrapper Bindings. IEDI Generic Wrapper implementation
provides the IR invariant components and the skeletons for IR Wrapper Bindings.
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4.4.2 IR Wrapper Bindings

IR Generic Wrapper implementation MUST provide the software pattern of the architectural components shown
in Fig. 14. Specific wrappers implemented for specific IR-s SHOULD inherit the Generic Wrapper components.
A specific IR wrapper is designed by choosing (or designing) the appropriate instantiation (binding) of IR

specific wrapper components:

- Translate Terminology

- Translate Query Notation

- Perform IR Query

For example, if an IR is the Relational Data Base managed by MS SQL Server the following component

bindings should be chosen:

- Translate Terminology (IRO to IR DB Metadata Elements)
- Translate Query Notation (QFL to MS SQL)
- Perform IR Query (ODBC, MS SQL Server)

It is supposed that these resource specific components are developed in the conformance with this Specification,
the IEDI IR Wrapper Specification [IEDI-RWS04], and are collected in the IEDI IR Wrapper Bindings Library
in the frame of the Open Source Licensing principles.

4.5 Control Flows

This section provides the Control Flow Diagrams for the tasks of:
- IR registration to IEDI Mediator (Fig. 15)

- Maintenance of the coherence in MDO and IRO (Fig. 16)

- IEDI query processing (Fig. 17)
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Fig. 15. Control flow for IR registration.
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4.6 Data Flows
This section provides the Data Flow Diagrams for the tasks of:
- IR registration to IEDI Mediator (Fig. 18)
- Maintenance of the coherence in MDO and IRO (Fig. 19)
- IEDI query processing (Fig. 20)
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Interfaces

5 Query Formulation

AU queries are formulated in the terms of MDO and eventually in the notation of IEDI QFL. RDQL is so far
chosen as the QFL for the research prototype implementation and for the evaluation purposes. In IEDI it is not
required that an AU is able to code his or her queries in QFL notation. Instead, the tool for ontology-driven
Query Formulation Tool (QFT) is provided by the IEDI mediator. It is also required that an AU approves the
formulated query before it is actually processed (refer to Section 2.2).

5.1 Requirements to the Query Formulation Tool Interfaces

The general requirement to QFT is that an AU SHOULD have a visual ontology-based interface which allows
him to interactively choose the terms of the MDO, to apply constraints to these chosen terms and, thus, to
formulate the query. The query in QFL SHOULD be generated automatically from the sequence of the AU
ontology term choices and the constraints applied by the AU to the selected ontology terms.

The blueprint of the QFT interface layout is given in Table 3. The walkthrough example is used to illustrate the

possible contents:

Retrieve the list of the 1-st year students who have received maximum
grade (5) in Mathematics at the entrance examinations and have failed to
pass the 1-st Termm examination in any basic course in Mathematics (got

unsatisfactory grade - 2).

Table 3 Query Formulation Interface
MDO browse area Selected ontology terms
Person [view] [remove] Person.first _name [report[ ]
Parents [view] [remove] Person.second name [report | ]
Properties [view] [remove] Person.last name [report| ]

last name
second name
first name
PersonOnSpeciality
Properties
n_group
exam passes type Exam

[view] [remove] Speciality.specialityName [report | ]
[view] [remove] Exam.exam title [report] ]
bde“d[rﬂnOVe]PersonOnSpeciality.exams_passes
[view] [remove] Exam.exam title

[VieW] [remove] Exam.exam_type

[view] [remove] EntrantExam.entrant_grade
[view] [remove] SessionExam.session grade
hde“d[rﬂnOVe]SessionExam.semester_num

[view] [remove] PersonOnSpeciality.on_spec
bde“q[rmnOVe]Speciality.spec_name

[view] [remove] Exam.examOnDiscipline

[view] [remove] Discipline.disciplineName

Constraints

Selected item’s DataType related constraint
interface

Item: Exam.exam type

DataType:
http://www.w3.0rg/2001/XMLSchema#string

Constraint Name: examTypel

RDQL Query Code

SELECT ?FirstName, 2secondName, 2lastName,
2specialityName, ?2sessionExTitle

WHERE

(?X, stud:first name, ?FirstName),

(?X, stud:second name, ?secondName),
(?X, stud:last name, ?lastName),

(?X, stud:exams_passes, ?y),

(?y, stud:exam title, ?entrantExTitle),
(?y, stud:exam type, ?examTypel),

(?y, stud:entrant grade, 2entrantGrade),
(?x, stud:exams passes, ?z),
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, stud:exam title, ?sessionExTitle),
stud:exam type, 2examType2),

72, stud:session grade, ?sessionGrade),

?y, stud:semesterNum, ?semesterNum),

?x, stud:on_spec, ?2a),

°a, stud:specialityName, 2specialityName)
stud:examOnDiscipline, ?rl),

?rl stud:disciplineName, ?entrDiscName),
stud:examOnDiscipline, ?2r2),

°r2 stud:disciplineName, 2sessionDiscName),

Constraint Type: eq (equal) E
(
(
(
(
(?
(
(?
(
(?rl,stud:includes, ?1i1),
(
(
(
(
(
(
(
(
|
(

Constraint Value: “Exam”

?il,stud:disciplineName, 2discNamel),
?r2,stud:includes, ?21i2),
?12,stud:disciplineName, 2discName2)

AND (?examTypel eq "Exam"),
2examType2 eq "Exam")
AND (?entrDiscName eqg "Mathematics"),
?sessionDiscName eg "Mathematics")
AND ( (?entrantExTitle eq ? discNamel)
| (?sessionExTitle eg 2discName2))
AND ((?sessionExTitle eq "LinearAlgebra") ||
(

?sessionExTitle eqg "Mathematical Analysis™) )
AND (?entrantGrade eq "5")
AND (?sessionGrade eq "2")
AND (?semesterNum eq "1")
USING stud FOR <MDO-URL#>

5.2 Interaction with an AU

An AU browses the MDO in MDO browse area and is able to select ontology elements to be added to the
query. The selected element appears in Selected elements list area. MDO structure is displayed as a tree. The
root element of the displayed ontology tree is current element, for example Person (refer to Table 3). An
ontology element may have subitems of several types associated with it. If A is the current ontology element its’
associated items are:

- Parents List — A is in rdfs#subClassOf relationship with the elements of the Parents List

- Properties list — elements which are in rdfs#domain relationship with A

- Children list — elements which are in rdfs#subClassOf relationship with A.

Special types (Parents, Properties, types) are highlighted with italic.

If element A is in rdfs#range relationship with some other element B then A will be accompanied by type
keyword and the highlighted name of B. Elements highlighted bold can be selected by clicking. The selected
element becomes the root of the ontology fragment visible in the MDO browse area.

In Selected elements list area an AU accumulates the MDO elements which will be used in his or her query.
The following buttons indicate respective actions which may be performed on these ontology elements:

- [view] — show the chosen element as the root of the MDO fragment in MDO browse area. The constraints for
the selected ontology element will be also shown in the Element Constrains area. An AU may then set or
update the constraints on the properties of the chosen ontology element.

- [remove] — remove the chosen ontology element from the Selected elements list area and therefore from the
query

The report checkbox, if checked, indicates that the resulting query should return the instances of the selected
ontology element in the query results

Element Constraints area is the placeholder for the dialogue elements which allow to set constraints to
ontology elements. These dialogs differ from each other according to the DataType of the ontology element and
form the library of Constraint Dialogues.

RDQL preview area shows the preview of the current RDQL query.
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6 Query Decomposition

User query is formulated in terms of MDO by means of Query Formulation Language (Section 9). To obtain
results from resources this query should be decomposed into a set of sub-queries. A sub-query is denoted as a
correct query in the terms of the particular IRO. Hence, each sub-query MUST be forwarded to the
corresponding IR Wrapper and then processed by the IR Wrapper.

6.1 Extracting Sub-Queries for Different IR

The process of sub-queries extraction is performed in accordance with the following principles:

- All the concepts enumerated in the user query and their requested properties MUST be presented in the
query result. This principle stands for the stability of MKB and WKB Bases at the period from the moment
when an AU approves the query till the moment when the Mediator delivers the query results to the AU.

- For each requested concept/property in the AU query in the terms of MDO there must be found
corresponding concepts/properties in at least one of registered IRO-s. This principle denotes the
completeness of the decomposition procedure.

The process uses the knowledge stored in the IRDMO (see Section 4.2). IRDMO consists of two parts: Concept

Mapping and Slot Mapping. Concept Mapping captures equivalence relationships between concepts from the

MDO and concept(-s) in IRO-s only. Each concept may have several corresponding concepts in different IRO-s,

as well as any concept may match several different concepts even within one IRO. Slot Mapping stores

equivalences between slots of each concept in MDO and slots of concept (-s) in IRO-s.

Initial query and the sub-queries over particular IRO-s are presented in the same language — QFL (RDQL so far).

QFL query MUST consist of the following clauses: SELECT, FROM, WHERE, AND, USING.

SELECT clause determines variable names for required instances. SELECT clause identifies the variables to
be returned in query result(-s).

- WHERE clause determines conditions, which should be satisfied. WHERE clause specifies the graph of an
ontology fragment equivalent to the semantics of the query as a list of triple patterns. This set of triples is
further on used as the query pattern.

- AND clause specifies the constraints — boolean expressions to be fulfilled in the resulting graph.

- USING clause is used for abbreviation to shorten the length of URIs.

Consider the following RDQL query example and the comments to the parts of this query (Table 4).

Table 4. RDQL Query Parts
Query Comments
SELECT ?fn, ?sn, ?In, ?entrantExTitle ?fn, ?sn, ?In,?semester Num, ?entrantExTitle —
WHERE variable names, chosen arbitrarily for internal use

(?x, stud:first name, ?fn),
first_name, second_name, last_name — the names

(?x, stud:second_name, ?sn), i
of slots in MDO

(?x, stud:last_name, ?In),

(7x, stud:exams_passes, ?y), (?y, ]
stud:exam_title,?entrantExTitle), stud — is a prefix to shorten the full path to the

MDO.
(?y, stud:semesterNum,?semesterNum),

AND (?semesterNum == "1")
USING stud FOR <the URI of the IEDI MDO>

6.1.1 Sub-queries extraction algorithm

Input: correct RDQL Query (here and below — MDO Query), satisfying current MDO state.

Output: a set of mcorrect RDQL Queries (here and below — IRO[M] Queries), satisfying current IRO[mM)]
states.

Pre-conditions: ---
Function: Sub-queries Extraction.
Post-effects: ---
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The following algorithm performs the terminological mapping from the terms of MDO to the terms of the
IRO[i], where 1 <i < m stands for i-th IRO, possessing the terms from the input query. Value of m<=n,
where n —the no of IR-s, currently registered to the Mediator.

Denote a triple as <<subj>, <predicate>, <obj>>.

1.
Collect all the triples from the WHERE section of the MDO Query with the same <subj>-part into the
groups.

2.
For each triples group taken from (1) get from the <predicate>-part corresponding slot names and find in
MDO determining concept, to which all these slots are attached by means of the OWL “domain” property.

Preliminary grouping

Find determining concepts

Comments on existence and uniquity of the determining concept see below.

Concept mapping
For each triples group from (1) use IRDMO for mapping of each determining concept from MDO
Query into the equivalent concept from the IROJi]. Group concepts belonging to the same IRO[i],

where | = 1,..., N. Exclude from consideration empty groups, i.e. groups, which correspond to the
IRO[i] and do not possess any determining concept requested in the MDO Query.

Slot mapping

Make m copies of the MDO Query, where M< N,

For i =1,....m

For each triples group taken from (1)

Replace for each triple in the group slot name in the <predicate>-part of each triple
with unique equivalent slot name, belonging to the IROJi] and attached to the concept,
which is the mapping of the determining concept for this group of triples.

Remove triples groups, which do not have corresponding mapping for the determining concept
of the group.

IRO[mM] Query clarification — making the query connected RDQL graph.
For i =1,....m

For each triples group taken from (1)

Remove from the group triples, tho <obj>-part is referencing to the triple from non-existing group

6.

IRO[mM] Query clarification — forming SELECT-section
For I =1,...,m
For each variable from the SELECT-section
Check if the variable belongs to the one of the remaining groups of triples.
If there are zero groups at which this variable appears
(Neither in the ,subj>-part, nor in the <obj>-part)
Then exclude this variable name from the SELECT section

IRO[m] Query clarification — forming AND-section
For I =1,...,m
For each variable from the AND-section
Check if the variable belongs to the one of the remaining groups of triples.
If there are zero groups at which this variable appears
(Neither in the ,subj>-part, nor in the <obj>-part)
Then exclude this variable name from the AND section
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Example

At the second step of the algorithm it is assumed that for each triples group exists unique determining concept.
The reasons to make the assumption are as follows. First — the determining concept exists for each triples group.
Otherwise in MDO Query will be slot, which is absent in the MDO. Second — the determining concept is unique
for each triples group. Otherwise if in the MDO exist 2 or more concepts possessing the same slot sets (this is
possible for subclasses and super classes). In this case algorithm should take the highest concept in the hierarchy,
which possesses all the slots from the set. Sub-query extraction algorithm is illustrated by Fig. 21.

6.2 Sub-Query Extraction by a Walkthrough Example

Now consider the algorithm on the walkthrough example.
The query in the natural language is as follows:

AW jo swiar ur10a

I Preliminary Find Concept -
Ay L (1)-»l determining | 2= . L~ IRD
| | Grouping conceptsg mapping  [N—r Mﬁt%%g%

|

Slot mapp

)

M IR-D
appin
Ont%rl)og%/

KB —

Gi

. For each ~
ing IROJi] &)
Y
For each
Make the query IRO[i]
a connected
RDQL graph '
Form SELECT
section

{

Form AND section

110y Jo swis) ul 10ay

110Y| Jo swis) ul 10ay

Fig. 21. Graphical illustration for the Sub-query extraction algorithm
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Example

Retrieve the list of the 1-st year students who have failed to pass the
1-st Term examination in any basic course in Mathematics (got
unsatisfactory grade - 2)

Display Student’s Name, Second Name, Surname, his Speciality and the
Name of the Course.

Corresponding MDO Query is as follows:

SELECT ?FirstName, 2secondName, ?lastName, ?specialityName, ?sessionExTitle

WHERE

(?X, stud:first name, ?FirstName), (?X, stud:second name, ?secondName),

?X, stud:

last name, 2lastName), (2X, stud:exams passes, ?y),

?x, stud:exams passes, ?z), (?x, stud:on spec, ?a),

?y, stud:

exam_title,?entrantExTitle), (?y, stud:exam type, 2examTypel),

?y, stud:entrant grade, ?entrantGrade), (?y, stud:examOnDiscipline,?rl),

?Z, stud:

exam_title,?sessionExTitle), (?z, stud:exam type, 2examlype2),

?Z, stud:examOnDiscipline, ?r2),

?a, stud:specialityName, ?2specialityName)

?rl, stud:disciplineName, 2entrDiscName), (2rl,stud:includes, ?2i1),
?r2,stud:disciplineName, ?sessionDiscName), (?r2,stud:includes, ?21i2),

2?11, stud:disciplineName, 2discNamel), (?12,stud:disciplineName, 2discName2)

AND (?examTypel eqg "Exam"), (2examlype2 eg "Exam")

(
(
(
(
(
(?z, stud:session grade, ?sessionGrade), (?z, stud:semesterNum,?semesterNum),
(
(
(
(
(

AND (2entrDiscName eqg "Mathematics"), (?sessionDiscName eg "Mathematics")
AND ( (?entrantExTitle eqg ? discNamel) || (?sessionExTitle eg 2discName2))

AND ((?sessionExTitle eqg "LinearAlgebra™) || (?sessionExTitle eg "Mathematical Analysis") )
AND (?entrantGrade eq "5")
AND (?sessionGrade eq "2")
AND (2?semesterNum egq "1")
USING stud FOR <MDO-URL#>

After the first step (Preliminary grouping) and second step (Find determining concept) the result will be as in

the Table 5.

Table 5

Preliminary grouping and determining concepts detection.

Determining concepts MDO Query

PersonOnSpeciality

EntrantExam

SELECT ?FirstName, ?secondName, ?lastName,
?specialityName, ?sessionExTitle

WHERE

(?X, stud:first name, ?FirstName),

?X, stud:second name, ?secondName),

?X, stud:last name, 2lastName),

?X, stud:exams passes, ?y),

?x, stud:exams passes, ?z),

?x, stud:on spec, ?2a),

?y, stud:exam title,?entrantExTitle),
?y, stud:exam type, 2examTypel),

?y, stud:entrant grade, zentrantGrade),
?y, stud:examOnDiscipline,?rl),

?z, stud:exam title, ?sessionExTitle),
?Z, stud:exam type, ?2examType2),

?z, stud:session grade, ?sessionGrade),

44




MP JEP 23010-2003 "IT in University Management NETWORK™" |IEDI-Ref-Arch-DR-

10.doc

Document | IEDI Reference Architecture Specification. Draft Recommendation Version 1.0

Topic | 6 Query Decomposition - 6.2 Sub-Query Extraction by a Walkthrough 28/02/2004
Example

SessionExam

Speciality
Discipline
Discipline

Discipline

Discipline

AND

AND

AND

AND

AND
AND
AND

(?z,

(?a, stud:specialityName, ?specialityName)
(?rl,stud:disciplineName, ?entrDiscName),
(?rl, stud:includes, ?1i1),
(?r2,stud:includes, ?i2),
(?r2,stud:disciplineName, ?sessionDiscName) ,
(?11,stud:disciplineName, ?2discNamel),

(212, stud:disciplineName, 2discName2)

USING stud FOR <MDO-URL#>

stud:examOnDiscipline, 2r2),

(?examTypel eq "Exam"),
(?examType2 eqg "Exam")

?entrDiscName eq "Mathematics") ,
?sessionDiscName eg "Mathematics™)

(?entrantExTitle eqg ? discNamel) |
?sessionExTitle eg 2discName2))

?sessionExTitle eqg "Linear Algebra") | |

(
(
(
(
((

(?sessionExTitle eg "Mathematical Analysis™) )
(?entrantGrade eq "5")

(?sessionGrade eq "2")

(?semesterNum eq "1")

After the third step (Concept mapping) the result will be as follows in the Table 6

Table 6. Concept mapping.
MDO Query IRO[1] - Entrant IRO[2] - Faculty
Determining concepts
PersonOnSpeciality ProfilesAbo StudentOnSpec
EntrantExam EntrantExam -
SessionExam - SessionExam
Speciality Speciality Speciality
Discipline Discipline -

After the forth step (Slot mapping) the result will be as follows in the Table 7.

Table 7

Slot mapping.

IRO[1] - Entrant
Intermediate query

IRO[2] - Faculty
Intermediate query

WHERE

(?X, abo:secondName,

(?X, abo:passes, ?vy),

SELECT 2FfirstName, 2secondName,
?specialityName, 2sessionExTitle

* (?x, abo: passes, ?z),
(?x, abo:AboSpec, ?a),
(?y, abo:EntrantExamName, ?entrantExTitle), (?x, stud:onSpec, ?a),
(?y, abo:examType, 2examTypel),
(?y, abo:grade, 2entrantGrade),

(?X, abo:aboName, 2FirstName),
?secondName) ,
(?X, abo:surname, ?lastName),

? lastName,

SELECT 2FfirstName, ?2secondName,
?lastName, 2specialityName,
?sessionExTitle

WHERE

(?X, stud:name, 2FirstName),

(?X, stud:secondName, ?secondName),

(?X, stud:surName, ?lastName),
*(?X, stud:examPasses, ?vy),

(?x, stud:examPasses, ?z),

(?z,
stud:examName, ?sessionExTitle),

45



MP JEP 23010-2003 "IT in University Management NETWORK™" |EDI-Ref-Arch-DR-
O“‘ 10.doc
Document | IEDI Reference Architecture Specification. Draft Recommendation Version 1.0
Topic | 6 Query Decomposition - 6.2 Sub-Query Extraction by a Walkthrough 28/02/2004
Example

(? abo:examOnDiscipline, ?rl), (?z, stud:examType, z2examlype2),
(?a, abo:specialityName, ?specialityName) (?z, stud:grade, ?2sessionGrade),
(?rl,abo:disciplineName, 2entrDiscName), (?z,
(?rl, abo:includes, ?il), stud:semesterNum, ?semesterNum) ,
*(?r2,abo:includes, ?i2), * (?Z, stud:examOnDiscipline, ?r2),
*(?r2,abo:disciplineName, ?sessionDiscName) , (?a, stud:specialityName,
(211, abo:disciplineName, ?discNamel), ?specialityName)
* (?12,abo:disciplineName, ?2discName2)
AND (?examTypel eqg "Exam"), AND (7examTypel eq "Exam"),
(?examType2 eq "Exam") (?examType2 eqg "Exam")
AND (2entrDiscName eqg "Mathematics"), AND (2entrDiscName eqg "Mathematics"),
(?sessionDiscName eq "Mathematics™) (?sessionDiscName eq "Mathematics™)
AND ((?entrantExTitle eq ? discNamel) I AND ( (?entrantExTitle eq ?
(?sessionExTitle eq 2discName2)) discNamel) Il
AND ((?sessionExTitle eq "Linear Algebra") | | (?sessionExTitle eg 2discName2))
(?sessionExTitle eqg "Mathematical Analysis”)) | AND ((?sessionExTitle eq "Linear
AND (7entrantGrade eq "5") Algebra™) || i ,
; R d . (?sessionExTitle eg "Mathematical
AND (?sessionGrade eq "2") Analysis") )
AND (?semesterNum eq "1") AND (2entrantGrade eq "5")
AND (?sessionGrade eq "2")
USING abo FOR <MDO-URL#>
AND (?semesterNum eq "1")
USING stud FOR <MDO-URL#>

In the WHERE sections of both queries symbol “*” marks triples with the “dead” link
Next steps clarify intermediate IRO[m] Queries.

After the fifth step (Making the query connected RDQL graph) triples with dead <obj>-part will be removed
(see Table 8).

Table 8. Producing connected RDQL graph.
IRO[1] - Entrant IRO[2] - Faculty
Intermediate query Intermediate query
SELECT 2FirstName, »secondName, ?lastName, | SELECT ?FfirstName, »secondName,
?specialityName, ?sessionExTitle ?lastName, ?specialityName,
?sessionExTitle
WHERE
(?X, abo:aboName, 2FfirstName), WHERE
(?X, abo:secondName, ?secondName), (?X, stud:name, 2FirstName),
(?X, abo:surname, ?lastName), (°X, stud:secondName, ?secondName),
(?X, abo:passes, ?vy), (? stud:surName, 2lastName),
(?x, abo:AboSpec, ?a), (°x stud:examPasses, ?z),
2y, _ (°x, stud:onSpec, ?a),
abo:EntrantExamName, ?entrantExTitle), (? stud:examName, ?sessionExTitle),
(?y, abo:examType, 2examTypel), (92, stud:examType, 2examType2)
(?y, abo:grade, 2entrantGrade), (?z, stud:grade, 2sessionGrade),
(?y, abo:examOnDiscipline,?rl), (92, stud:semesterNum, ?semesterNum) ,
(?a, abo:specialityName, ?Spec!alltyName) (?a, stud:specialityName,
(?rl,abo:disciplineN§me,?entrDISCName), 2special ityName)
(?rl,abo:includes, 211),
(?11,abo:disciplineName, 2discNamel),
n "
AND (?examTypel eq "Exam"), AND (zexam?’pe; eq "Exam"),
(zexamType2 eq "Exam") (?examlypez eq "Exam")

46




MP JEP 23010-2003 "IT in University Management NETWORK™" |IEDI-Ref-Arch-DR-
“‘ 10.doc
0
Document | IEDI Reference Architecture Specification. Draft Recommendation Version 1.0
Topic | 6 Query Decomposition - 6.2 Sub-Query Extraction by a Walkthrough 28/02/2004
Example

AND (2entrDiscName eqg "Mathematics"),
(?sessionDiscName eg "Mathematics")

AND ( (?entrantExTitle eq ? discNamel) I
(?sessionExTitle eqg 2discName2))

AND ((?sessionExTitle eqg "Linear Algebra") ||
(?sessionExTitle eg "Mathematical

Analysis") )

AND (2entrantGrade eq "5")

AND (2sessionGrade egq "2")

AND (?semesterNum eq "1")

USING abo FOR <MDO-URL#>

AND (?entrDiscName eqg "Mathematics"),

(?sessionDiscName eq "Mathematics™)

AND ((?entrantExTitle eq ? discNamel)
[

(?sessionExTitle eg 2discName2))

AND ((?sessionExTitle eg "Linear Algebra™)
I

(?sessionExTitle eqg "Mathematical
Analysis") )

AND (?entrantGrade egq "5")
AND (?sessionGrade eqg "2")
AND (?semesterNum eqg "1")

USING stud FOR <MDO-URL#>

Results of the sixth step (forming the SELECT-section) and seventh step (forming the AND-section) are
presented in the Table 9.

Table 9.

Forming SELECT and AND sections.

IRO[1] - Entrant
Intermediate query

IRO[2] - Faculty
Intermediate query

AND
AND
AND

AND

SELECT ?FirstName,
?specialityName

?secondName, ?2lastName,

WHERE
(?X,
(?X%,
(2%,
(?X%,
(?x,
(?y,

abo:EntrantExamName, 2entrantExTitle),
(?y,
(?y,
(?y,
(?a,
(?rl, abo:
(?rl, abo:
(211, abo:

abo:
abo:
abo:
abo
abo

aboName, ?FirstName),
secondName, ?secondName),
surname, 2lastName),
:passes, ?y),

:AboSpec, ?a),

abo:
abo:

examType, z2examTypel),

grade, zentrantGrade),
abo:examOnDiscipline, ?rl),
abo:specialityName, ?specialityName)
disciplineName, ?entrDiscName),
includes, ?1i1),

disciplineName, 2discNamel),

(?examTypel eq "Exam")
(?entrDiscName eqg "Mathematics")
((?entrantExTitle eq ? discNamel)

(?entrantGrade eqg "5")

USING abo FOR <IRO Entrant-URL#>

SELECT ?FirstName, 2secondName,
?lastName, 2specialityName,
?sessionExTitle

WHERE

(?X, stud:name, ?FirstName),
stud:secondName, ?secondName),
stud:surName, ?2lastName),

stud:examPasses, ?z),

stud:onSpec, ?a),
stud:examName, ?sessionExTitle),
stud:examType, z2examlype2),
stud:grade, ?2sessionGrade),
stud:semesterNum, ?semesterNum) ,
stud:specialityName,
pecialityName)

QX,
QX,
'>Z,

(2
(?
(
(
(?
(
(?
(2
(2
?S

AND (?examType2 eq "Exam")

AND ((?sessionExTitle eg "Linear Algebra™)
[

(?sessionExTitle eqg "Mathematical
Analysis") )

AND (?sessionGrade eqg "2")
AND (?semesterNum eqg "1")

USING stud FOR <IRO-Faculty URL#>
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7 Query Performance

AU queries are processed distributedly, as partial queries at different IR wrappers. As it was outlined in Section
3.4 the task for a query performance comprises (refer to Fig. 22):

- Query translation
- Query execution
- Query results mark-up

Query execution is performed on the IR Server Side. Query Execution component of an IR Wrapper
communicates the query and receives the query results from the IR Server through JDBC.

Query results mark-up is performed according to the mapping of IR metadata (attribute names) to IRO concepts
and/or slots. This mapping is the part of the IRO.

Query translation is the most complex activity and is performed as described in the following subsection 7.1.

7.1 Query Translation

The purpose of the query translation is twofold:

- Translate the incoming query specified in the notation of the IEDI QFL (RDQL) to the notation of the IR
Query Language

- Translate the terminology used in the incoming query and specified in the terms of the IRO to the
terminology bounded with the IR (the metadata)

The procedure of the terminology translation is invariant to the IR Query Language, but depends on the
formalism IR description and the type of the specific IR. The procedure of the language notation translation
depends only on the specific query language applicable to the IR Server. Therefore the component of the Query
translation is implemented not for a generic IR Wrapper, but for a IR Wrapper Binding for a particular IR.

The following Query Translation Algorithm is specified for an IR in the form of a relational database and SQL
query language. This type of an IR is the most common for the IEDI.

I |§| I I I I I
g
—_— — ? —_— — —_— — —_— — —_— — — —_— —
== %) I
|| Translate Mark-up Query ||
I Input Query Results I

Execute
" @e Translated Query _> "

Report Errors

Fig. 22. Query processing by IR Wrapper.
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7.1.1 Query Translation Algorithm
Input: RDQL Query

Output: SQL Query
Pre-conditions: ---

Function: Query Translation
Post-effects: ---

The following algorithm performs both the translation of the language notation and terminological mapping
from the terms of IRO to the terms of the IR Schema

6.

Form the SELECT clause of the SQL query:
For each variable name in the SELECT clause of the RDQL query replace variable names by
corresponding slot names taken from WHERE clause of the RDQL query.
For each slot name in the SELECT clause and in the WHERE clause replace the slot name
by <Table name>.<Field name>. The mapping is taken from IRO Resource Mapping table.
Form the FROM clause of the SQL query:
Add all table names used in QUERY (SELECT and WHERE clauses) to FROM clause.
Form the WHERE clause of the SQL query:
For each triple in the triple list section of RDQL WHERE clause
(<?x%, TableName.FieldName, ?y>)
If 7y is found in the AND section of RDQL WHERE clause
For each entry of ?y (?y <OP> <value>) in the AND section of RDQL WHERE clause
Add (TableName.FieldName <OP> <value>)together with the
corresponding logical connective (AND or OR) to the WHERE clause
of the SQL query.
Remove the used entry of ?y (?y <OP> <value>)together with the corresponding
logical connective from the AND section of the RDQL WHERE clause.
End For
End If
Remove the processed triple from the triple list section
of the RDQL WHERE clause
End For
For each pair of table names from the SQL SELECT clause
If the pair appears as the PrimaryTable — ForeignTable pair
in the IRO Relationships Table
Add corresponding Expression from IRO Relationships Table to the SQL
WHERE clause (connect with AND logical connective)
End If
End For
Remove USING clause of RDQL query.

7.1.2 Query Translation by a Walkthrough Example

This section illustrates the procedure of the Input Query Translation by the application of the algorithm
described in Section 7.1.1 to the partial RDQL query to the Faculty Student IR taken from the walkthrough
example of Section 2. The query in the natural language is as follows:

Retrieve the list of the 1-st year students who have failed to pass the
1-st Term examination in any basic course in Mathematics (got
unsatisfactory grade - 2)

Display Student’s Name, Second Name, Surname, his Speciality and the
Name of the Course.

In RDQL and in the Faculty Student IRO terminology the same query looks like as follows:
SELECT ?name, ?2secondName, ?2surName, »specialityName, ?2examName

49



‘ MP JEP 23010-2003 "IT in University Management NETWORK™" |EDI-Ref-Arch-DR-
¢}

10.doc

Document | IEDI Reference Architecture Specification. Draft Recommendation Version 1.0

Topic | 7 Query Performance - 7.1 Query Translation

28/02/2004

(?X, stud:name, 2name),

(?X, stud:secondName, ?2secondName),

(?X, stud:surName, ?2surName),

(?X, stud:examPasses, ?Y),

(?y, stud:examName, ?examName),

(?y, stud:grade, ?sessionGrade),

(?y, stud:semesterNum, ?7semesterNum),

(?X, stud:onSpec, ?2a),

(?a, stud:specialityName, ?2specialityName)

AND ( (?examName eq "Linear Algebra™) || (2examName eqg "Mathematical Analysis™) )
AND (?sessionGrade eq 2)
AND (?semesterNum eg 1)

USING stud FOR <Faculty Student IRO URL#>

Applying the 1-st step of the query translation algorithm results in the following:

SELECT stud:name, stud:secondName, stud:surName, stud:specialityName,
stud:examName

WHERE

(?X, stud:name, ?2name),

(?X, stud:secondName, ?secondName),

(?X, stud:surName, ?surName),

(?X, stud:examPasses, ?Y),

(?y, stud:examName, ?2examName),

(?y, stud:grade, 7?7sessionGrade),

(?y, stud:semesterNum, ?semesterNum),

(?X, stud:onSpec, ?a),

(?a, stud:specialityName, ?2specialityName)
((?examName eq "Linear Algebra”) || (?examName eqg "Mathematical Analysis") )
AND (?sessionGrade eq 2)

AND (?semesterNum eq 1)

USING stud FOR <Faculty Student IRO URL#>

AND

Applying the 2-nd step of the query translation algorithm results in the following:

SELECT Student.name, Student.secondName, Student.surName,
Speciality.specName, Exams.examName

WHERE

(?X, Student.name, ?2name),

(?X, Student.secondName, ?secondName),

(?X, Student.surName, ?2surName),

(?X, SessionExam.code, ?Yy),

(?y, Exams.examName, ?7examName),

(?yY, SessionExam.grade, ?sessionGrade),
(?y, SessionExam.semesterNum,?semesterNum),
(?X, StudentOnSpec.code, 7?a),

(?a, Speciality.specName, ?specialityName)
( (?examName eq "Linear Algebra") || (?examName eq "Mathematical Analysis") )
AND (?sessionGrade eq 2)

AND (?semesterNum eqg 1)

USING stud FOR <Faculty Student IRO URL#>

AND

Applying the 3-d and 4-th step of the query translation algorithm results in the following:
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SELECT Student.name,
Speciality.specName,

FROM Student,

WHERE

AND

AND
AND

(?examName eq "Linear Algebra") | |

Student.secondName, Student.surName,
Exams.examName

Speciality, SessionExam, Exams, StudentOnSpec
(?X, Student.name, 2name),
(?X, Student.secondName, ?2secondName),
(?X, Student.surName, ?surName),
(?X, SessionExam.code, ?VY),
(?y, Exams.examName, ?examName) ,
(?y, SessionExam.grade, ?sessionGrade),
(?y, SessionExam.semesterNum,?semesterNum),
(?X, StudentOnSpec.code, ?a),
(?a, Speciality.specName, ?specialityName)
(

(?sessionGrade eq 2)
(?semesterNum eqg 1)

USING stud FOR <Faculty Student IRO URL#>

(?7examName eq "Mathematical Analysis") )

And, finally, applying the 5-th and 6-th step of the query translation algorithm results in the following:

SELECT Student.name,
Speciality.specName,

Student.secondName, Student.surName,
Exams.examName

FROM Student, Speciality, SessionExam, Exams, StudentOnSpec
WHERE
SessionExam.grade = 2 AND
SessionExam.semesterNum = 1 AND
(
Exams.examName = “Linear Algebra” OR
Exams.examName = “Mathematical Analyses”

) AND

Exams.code =
Student.code =
StudentOnSpec.code =
StudentOnSpec.speccode =

SessionExam.examcode AND
StudentOnSpec.Studcode AND
SessionkExam.StudSpecCode AND
Speciality.code;

Faculty Student IRO mappings used in the query translation are given in the following Tables 10 and 11.
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Table 10. IRO Relationship Mapping for Student
PrimaryTable ForeignTable expression
ExamType SessionExam SessionExam.extypecode=ExamType.code
Student StudentOnSpec  |StudentOnSpec.syudcode=Student.code
Speciality StudentOnSpec  [StudentOnSpec.speccode=Speciality.code
Exams SessionExam SessionExam.examcode=Exams.code
StudentOnSpec  |SessionExam StudentOnSpec.code=SessionExam.StudSpecCode
Table 11. IRO Resource Mapping for Student
concept slot table field [
Student Name Student name
Student surName Student surName
Student secondName Student secondName
Speciality SpecialityName Speciality specname
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concept slot table field
StudentOnSpec StudentSpeciality  [StudentOnSpec  |studcode
SessionExam examType ExamType examtype
SessionExam semesterNum SessionExam semesterNum
SessionExam grade SessionExam grade
StudentOnSpec examPasses SessionExam code
Exams examName Exams examName
StudentOnSpec nGroup StudentOnSpec  |nGroup
StudentOnSpec onSpec StudentOnSpec  |Code

52




MP JEP 23010-2003 "IT in University Management NETWORK™" |IEDI-Ref-Arch-DR-

[} ‘ 10.doc
‘ Document | IEDI Reference Architecture Specification. Draft Recommendation Version 1.0

Topic | 8 Authentication and Security - 8.1 Security Levels 28/02/2004

LEVEL 0
(public unsigned
information package)

LEVEL 1
(public signed
information package)

N\

LEVEL 2
(encrypted unsigned
information package)

;e

LEVEL 3
(encrypted signed
information package)

Fig. 23. Security Levels Graph

8 Authentication and Security

This Section uses the term Information Package to denote any block of information which is passed within
UNIT-NET IEDI. Main tasks which have to be solved by the Authentication and Security Subsystem (ASS) are:
- Authentication of Information Package sender

- Cryptographic protection of Information Package

- Signing of Information Package.

8.1 Security Levels

In accordance with the main tasks of ASS the following types of information packages could be distinguished:
- Public unsigned information packages (level 0)

- Public signed information packages (level 1)

- Encrypted unsigned information packages (level 2)

- Encrypted signed information packages (level 3).

Logical interactions between levels are shown on Fig. 23 (the direction of an arrow shows the increase of
information package security)

In order to form the heirarchy of protocols the topological sorting of the Security Levels Graph is chosen
(Fig. 24).

Thus, the Four-Level Authentication and Security Protocol is defined. Its structure is shown on Fig 24.

On the level of information packages the basic data transmission protocol provided by this specification is used
(SOAP for example). Next levels add their header with special information, which is necessary for sender
authentication and digital electronic signature joining as well as checking the authenticity of information
package, its encrypting and decrypting. The names of wrapped packages on correspondent protocol levels are:

- Encrypted package
- Signed package
- Authenticated package

8.2 Interactions of Authentication and Security Subsystem with IEDI
Components

The interaction between Authentication and Security Subsystem and other IEDI components is shown on Fig...
The main components of Authentication and Security Subsystem are:
U-ASS — User Authentication and Security Subsystem;
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LEVELO
(public unsigned
information package)

!

LEVEL 1
(public signed
information package)

!

LEVEL 2
(encrypted unsigned
information package)

!

LEVEL 3
(encrypted signed
information package)

Levels Graph

User Layer: IEDI Layer

information package

AN

information package

N

crypt-header

encrypted package

sign-header

N

signed package

\_‘ auth-header

Fig. 24. Topological Sorting of Security Fig. 25. Four-Level Authentication and Security Protocol

M-ASS

IEDI

m—
—

/

Mediator
Layer

—
CE—

: IR Layer

m—
—

Web-services

IRW

Fig. 26. Interaction Authentication and Security Subsystem with IEDI Components
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Certificates Validity

M-ASS — Mediator Authentication and Security Subsystem,;
IR-ASS — Information Resource Authentication and Security Subsystem.

Since they are functionally symmetric further on we will identify the correspondent components of
information package sender and receiver which interact through the Web-services media.

8.3 Acknowledgement of Public Key Certificates Validity

Acknowledgement of public key certificates validity for participants of UNIT-NET is done in
accordance with the requirements of the Ukrainian Law “On electronic digital signature” [VRUO03] and
other normative acts provided by this law.

8.4 Authentication of the Sender of an Information Package

The procedure of package sender authentication consists in comparing of IP-address included in authenticated
package with actual IP-address of the sender which can be found out by the analysis of the package on the
transportation level of TCP protocol. If they do not coincide the notification is passed to the component designed
for ASS event handling.

8.5 Verification of Information Package Integrity

The verification of information package integrity is done using the digital electronic signature mechanism. If the
information package is not signed it is considered that its integrity is uncrippled.

8.6 Encryption and Decryption Information Package

The protecting of information package from unapproved access is done by its encrypting with symmetric infinite
key obtained by the generator of pseudo random numbers. The generator parameters are passed in the package
header and encrypted with the receiver public key.

aWebSenvice anASSManager parser anlPDetector aSecurityEvents
Handler

authenticated package

‘ parse authenticated package

\
k ip-address from package

‘ ‘ detECtEdii-address

ifip-address'from package is F notify about security problem

not equal to Tetected ip-address ‘

h 4

signed package

.l

L

detectip-address of sender
|

Fig. 27. Control Flow Diagram for Authentication of Information Package Sender
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X
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decryptor

aSecurityEvents
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user : HumanUser anASSManager parser private key
I decriptor
age
»-
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8.7 Signature Information Package

The digital electronic signature is joined to the initial or encrypted package by the algorithm of public
key encrypting. The choice of one or another algorithm is in the competence of the appropriate state
structures and depends on the current legislation. The RSA algorithm could be used as a software

prototype.
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Appendices

A. OWL code for the walkthrough example fragments of the University Entrant
IRO, the University Faculty Students IRO and MDO

Example of the University Entrant IRO (fragment)

<rdf :RDF
xmlns:rss="http://purl.org/rss/1.0/"
xmlns:jms="http://jena.hpl.hp.com/2003/08/jms#"
xmlns:j.0="http://protege.stanford.edu/plugins/owl/protege#"
xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmlns:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xmlns:owl="http://www.w3.0rg/2002/07/owl#"
xmlns:vcard="http://www.w3.0rg/2001/vcard-rdf/3.0#"
xmlns:daml="http://www.daml.org/2001/03/daml+oil#"
xmlns:dc="http://purl.org/dc/elements/1.1/">

<owl:0Ontology rdf:about="">

<owl:imports
rdf:resource="http://protege.stanford.edu/plugins/owl/protege" />

</owl:0Ontology>
<owl:Class rdf:ID="Director Supervision Relation">
<rdfs:label>Director Supervision Relation</rdfs:label>
<rdfs:subClassOf>
<owl:Class rdf:about="#Manager Supervision Relation"/>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>

<owl:onProperty
rdf:resource="http://protege.stanford.edu/plugins/owl/protege#from" />

<owl:allValuesFrom>
<owl:Class>

<owl:oneOf rdf:resource="http://www.w3.0rg/1999/02/22-rdf-
syntax-ns#nil"

rdf:type="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#List"/>
</owl:Class>
</owl:allValuesFrom>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>

<owl:onProperty
rdf:resource="http://protege.stanford.edu/plugins/owl/protege#from" />

<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"

>1</owl:minCardinality>
</owl:Restriction>
</rdfs:subClassOf>

60




‘ MP JEP 23010-2003 "IT in University Management NETWORK™"
0

|EDI-Ref-Arch-DR-

University Entrant IRO, the University Faculty Students IRO and MDO

10.doc
Document | IEDI Reference Architecture Specification. Draft Recommendation Version 1.0
Topic | Appendices - A. OWL code for the walkthrough example fragments of the 28/02/2004

<rdfs:subClassOf>
<owl:Restriction>

<owl:onProperty

rdf:resource="http://protege.stanford.edu/plugins/owl/protegefto"/>

<owl:allValuesFrom>
<owl:Class>

<owl:oneOf rdf:resource="http://www.w3.0rg/1999/02/22-rdf-

syntax-ns#nil"/>
</owl:Class>
</owl:allValuesFrom>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>

<owl:onProperty

rdf:resource="http://protege.stanford.edu/plugins/owl/protegef#to"/>

<owl:minCardinality
rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"

>1</owl:minCardinality>
</owl:Restriction>

Example of the Faculty Student IRO (fragment)

<rdf:RDF
xmlns:rss="http://purl.org/rss/1.0/"
xmlns:jms="http://Jjena.hpl.hp.com/2003/08/jms#"
xmlns:j.0="http://protege.stanford.edu/plugins/owl/protege#"
xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmlns:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xmlns:owl="http://www.w3.0rg/2002/07/owl#"
xmlns:vcard="http://www.w3.0rg/2001/vcard-rdf/3.0#"
xmlns:daml="http://www.daml.org/2001/03/daml+oil#"
xmlns:dc="http://purl.org/dc/elements/1.1/">

<owl:Ontology rdf:about="">

<owl:imports
rdf:resource="http://protege.stanford.edu/plugins/owl/protege" />

</owl:0Ontology>
<owl:Class rdf:ID="StudentOnSpec">
<rdfs:subClassOf rdf:resource="#Student"
rdf:type="http://www.w3.0rg/2002/07/owl#Class"/>
</owl:Class>
<owl:Class rdf:ID="SessionExam">
<rdfs:subClassOf rdf:resource="#Exams"
rdf:type="http://www.w3.0rg/2002/07/owl#Class" />
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:about="#semesterNum"/>
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</owl:onProperty>
<owl:hasValue rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>1</owl:hasValue>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:about="#semesterNum"/>
</owl:onProperty>
<owl:hasValue rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>2</owl:hasValue>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty>
<owl:DatatypeProperty rdf:about="#semesterNum"/>
</owl:onProperty>
<owl:hasValue rdf:datatype="http://www.w3.0rg/2001/XMLSchema#int"
>3</owl:hasValue>
</owl:Restriction>
</rdfs:subClassOf>
<rdfs:subClassOf>
<owl:Restriction>

<owl:onProperty>

Example of the MDO (fragment)

<rdf:RDF
xmlns:rss="http://purl.org/rss/1.0/"
xmlns:jms="http://jena.hpl.hp.com/2003/08/jms#"
xmlns:j.0="http://protege.stanford.edu/plugins/owl/protege#"
xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax—-ns#"
xmlns:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xmlns:owl="http://www.w3.0rg/2002/07/0owl#"
xmlns:vcard="http://www.w3.0rg/2001/vcard-rdf/3.0#"
xmlns:daml="http://www.daml.org/2001/03/daml+oil#"
xmlns:dc="http://purl.org/dc/elements/1.1/">

<owl:Ontology rdf:about="">

<owl:imports
rdf:resource="http://protege.stanford.edu/plugins/owl/protege"/>

</owl:0Ontology>

<owl:Class rdf:ID="Person"/>
<owl:Class rdf:ID="Discipline"/>
<owl:Class rdf:ID="SessionExam">

<rdfs:subClassOf rdf:resource="#Exam"
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rdf:type="http://www.w3.0rg/2002/07/owl#Class"/>
</owl:Class>
<owl:Class rdf:ID="Speciality"/>
<owl:Class rdf:ID="PersonOnSpeciality">
<rdfs:subClassOf rdf:resource="#Person"/>
</owl:Class>
<owl:Class rdf:ID="EntrantExam">
<rdfs:subClassOf rdf:resource="#Exam"/>
</owl:Class>
<owl:Class rdf:ID="SertificationExam">
<rdfs:subClassOf rdf:resource="#Exam"/>
</owl:Class>
<owl:ObjectProperty rdf:ID="on spec">
<rdfs:range rdf:resource="#Speciality"/>
<rdfs:domain rdf:resource="#PersonOnSpeciality"/>
</owl:0bjectProperty>
<owl:0ObjectProperty rdf:ID="includes"
rdf:type="http://www.w3.0rg/2002/07/owl#FunctionalProperty">
<rdfs:range rdf:resource="#Discipline"/>
<rdfs:domain rdf:resource="#Discipline"/>
</owl:0bjectProperty>
<owl:0bjectProperty rdf:ID="grade"/>
<owl:ObjectProperty rdf:ID="exams passes">
<rdfs:range rdf:resource="#Exam"/>
<rdfs:domain rdf:resource="#PersonOnSpeciality"/>
</owl:0bjectProperty>
<owl:ObjectProperty rdf:ID="exam spec"
rdf:type="http://www.w3.0rg/2002/07/owl#FunctionalProperty">
<rdfs:range rdf:resource="#Exam"/>
<rdfs:domain rdf:resource="#Speciality"/>
</owl:0bjectProperty>
<owl:0ObjectProperty rdf:ID="examOnDiscipline"
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